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Abstract

In a transforming retail sector, digitization has boosted innovation and new self-service tech-
nologies within stores all over the world. However, innovations within retailing are seldom suc-
cessful if they are not built on true consumer value. This paper investigates consumer attitudes
toward using mobile devices in a retail setting, with specific focus on QR-codes and how they
might deliver customer value. The data consists of 150 in-store surveys conducted at two dif-
ferent Swedish retailers. The results of the empirical material show significant differences be-
tween age groups with regard to how they value QR-codes but also indicates what would make
consumers actually use one. While the consumer group of 40-years old and upward stated they
would pick up their mobile phone and scan the QR-code if given a discount, the younger group
(up to 40 years old) did not place value on a discount but would scan a QR-code if there was
entertainment value in doing so. Except for these differences, the material also reveals low
consumer knowledge of QR-codes and that the actual use of them is low. These results, in light
of the increased attention from retailers in using mobile devices to communicate with consum-
ers, as well as investment in other digital aids to increase profits, show discrepancies in the
perceived value of digital aids on the part of the retailer and the value experienced by the con-
sumer. It is of outmost importance, therefore, to remember consumer value when managing
innovations within the retail context.

Keywords: QR-codes, consumer value, innovation, digitization

to the consumer. The smart phone era

1. Introduction characterizes the contemporary retail sector

Shifts in technology and consumer
behavior often compel retailers to increase
the innovation stakes. As the retail sector is
currently undergoing a transformation in
terms of digitalization, retail executives are
adapting their brick-and-mortar stores to
introduce technology, and together with
service performance, deliver better cus-
tomer value. The use of mobile devices to
communicate with consumers has become
a strategy to, for example, support con-
sumer relationships and it is important, not
only to view the retail aspects, for instance
investment decisions regarding mobile
communication, but also the value of this

and consumer behavior and mobile devices
offer retailers a great opportunity to devel-
op new innovations. Information commu-
nication technologies (ICT) used in retail
settings are beginning to focus on services
that help shoppers plan their shopping trip,
often in terms of mobile apps and interac-
tive dialogue services (Retail Week, 2014;
Strom, Vendel & Bredican, 2014). Howev-
er, given that technology investments can
exceed millions of dollars, and that the
margins and inventory productivity of
many retailers' have been eroded over the
last ten years, the stakes for information
technology decisions have grown exponen-
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tially. Therefore, care must be taken when
making these decisions in order to avoid
so-called profit destroying innovation
(Chopra & Baldegger, 2014).

There are many battles to be won
within the retail sector and how to manage
innovations is one of them. Sometimes,
“old technology” with potential might be
an alternative to incremental new opera-
tions and might trigger innovation and
efficiency. An easy and affordable alterna-
tive for organisations might be to imple-
ment the technology of Quick Response
Codes (QR codes). QR codes have been
widely employed in many industries
around the world (Choi & Sethi, 2010), but
are less commonly used in the interface
between retail firms and consumers. In
many countries, consumers do not take an
interest in scanning QR codes, thus, leav-
ing the retail industry uninterested in de-
veloping this particular communication
technology. This could be a mistake as we
believe there is a great potential in devel-
oping consumer interfaces with the help of
QR codes. The use of mobile devices and
mobile applications for communication
with consumers has become a strategy.
However, QR codes might be an alternative
as they are low cost and offer high value.
Retail companies using QR codes today
sometimes use them as smart tools i.e.
sustainable consumption (Atkinson, 2013),
but mostly use them for marketing promo-
tions, such as discounts, and advertise-
ments in a “push” format to those individu-
als who have the ability to read the codes.
(Lorenzi et al., 2014). Some retailers, such
as Uniqlo, Topshop, Ralph Lauren, and
Calvin Klein, use QR codes as a tool to
inform consumers about their communica-
tion strategies in order to create both good
customer relationships and engagement
with the brand. The traditional way of
using QR codes is by placing them in me-
dia outside the fixed store, i.e. in adverts,
newsletters and print campaigns. However,
there are further potential opportunities to
develop the use of QR codes in-store. A
retail firm can give consumers instant in-

formation in-store, such as product infor-
mation, sourcing and carbon footprint
(Choi, 2013), entertainment (Fino et al.,
2013), and decision support (Higgins, Wolf
& Wolf, 2014). Retail firms can also offer
consumer value with QR codes in provid-
ing the opportunity to scan the code, pay
for the product and then leave the store
without having to pass the cashier. Oppor-
tunities are endless but we know too little
about consumer attitudes towards the use
of QR codes in-store and what kind of
value sought that might lead to a change in
behavior and more consumers wanting to
scan QR codes. The purpose of this paper
is to investigate consumer attitudes and
perceived value in using digital aids in
store.

This paper reports from a study on
Swedish consumer attitudes toward using
mobile devices in a retail setting, with
specific focus on QR-codes. The reason for
studying Swedish consumers is that Swe-
den is a market highly penetrated by mo-
bile use (Westlund & Bohlin, 2008; Kalba,
2008; Sharma, Li, & Govindraj, 2014). The
aim was to gain an insight into how con-
sumers value QR codes in-store, and what
would make them actually scan one in the
store. This paper identifies potential con-
sumer value in using QR codes and sug-
gests a strategy for educating consumers so
as to achieve increased profits within the
retail sector. The contribution lies in adding
to our understanding of perceived consum-
er value as well as providing the sector
with valuable information on business and
innovation opportunities. It is suggested by
this study that the newest technology is not
always necessarily the most innovative. It
is thus proposed that retailers, by compari-
son, with small means and “old” technolo-
gy can provide consumers with value in an
innovative and consumer-driven way.

2. Methodology
The data sample consists of 150
in-store surveys conducted at two different
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Swedish' retailers: one speciality store (1)
and one home-textile store (2). Both of the
retailers are retail chains and their target
groups are women within the age range of
25-65+. The surveys were conducted after
an in-store field experiment that customers
were asked to attend, and the data collec-
tions were made on two Saturdays in No-
vember-December 2013. In order to inform
all customers about the field experiment,
information was given in the stores when
customers arrived. The design of the ex-
periment included a big sign on a specific
product with the message “Scan the QR
code and get more information about this
product”. Each customer that passed the
product were asked if they knew what a
QR code was, and if they had a scanner on
their cell phone. If they did not have a
scanner, the interviewers lent them a cell
phone and asked them to scan the code and
read the product information provided in a
web based format on the phone’s display.

When the respondent had scanned the
QR code and obtained extra information
about the chosen product, they were asked
to take part in a survey. The questions were
constructed so as to measure the potential
reasons for wanting to scan a QR code
in-store, plus open questions on what kind
of value the respondent might perceive
when using the technology. The survey
also wanted to know the perceived reasons
and barriers for not wanting to scan a code
in-store.

3. Literature Review

Technologies developed over the past
20 years have changed the way consumers
shop with advancements in various tech-
nologies; faster transmission of data results
in the ability of customers to immediately
react to inventory and pricing issues (Fio-
rito et al., 2010). The QR code was de-
signed to allow its contents to be decoded
at high speed and was originally introduced
to the retail industry as an inventory man-
agement tool to cut lead times in the supply

! Sweden has a population of 9.7 million people
(http://www.scb.se/be0101/)

chain (Iyer & Bergen, 1997). Its purpose
was to track vehicles during manufacture
and it was designed to allow high-speed
component scanning (Furth, 2011). There
has been little research undertaken on QR
codes and the reasons for consumer use.
However, studies on the importance of
awareness and familiarity towards QR
codes conducted by Okazaki, Hirose, and
Li (2011), and Okazaki, Navarro &
Lopez-Nicholas (2011), indicated that
consumers prefer to access QR code in-
formation from home. Another result from
the above mentioned studies is that the
main motive for scanning a QR code is
when the consumer is given a promotional
offer, such as a discount. Other research on
motives for using new technology support
these findings and over time there have
been numerous ‘“new products and ser-
vices”, proving the concept that
push-strategies work when innovation
comes from the recognition of technologi-
cal feasibility and the opportunities for
commercialization (Cotterman et al., 2009).
Examples of new products pushed to the
consumer market are supermarkets ena-
bling self-service instead of service over
the counter, the  microwave-oven,
self-scanning in-store etc. On the other
hand, new technologies might successfully
be introduced to the market if there is a
market pull (or consumer demand). One
important variable for such a success is that
the user perceives the innovation as valua-
ble. Often, new technology is introduced to
a market by both pull- and push strategies.
In terms of the latter, education might be an
effective tool in adaptation and gaining
market shares (Dabija & Pop, 2013; Risley,
2012).

Retailers innovate in a different way
compared to traditional innovation intense
sectors (Sundstrom & Radon, 2014). Re-
tailers are often left with the “feeling” of
why something works and why something
else does not. The nature of retailing inno-
vation is, according to several studies,
insufficiently researched (Reynolds &
Hristov, 2009; Tether, 2005; Miles, 2000).
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Innovation is mainly focused on technology,
leaving retail innovation aside. As Reyn-
olds et al (2007) state “in measuring inno-
vation, we tend to fall back upon easily
derived metrics — such as number of pa-
tents, or levels of R&D spending” (p. 649).
Hence, there is a need for new perspectives
on what consumers’ value, and to identify
what the most important benefit is when
using service-technology as the basis for
innovation.

3.1 Contemporary Knowledge of QR
Codes and Consumer Use

A survey taken of 46,000 Swedes and
their knowledge and use of QR-codes
showed that 10.8% of Swedish consumers
had scanned a QR-code in the previous
three months (Orvesto Konsument, 2012).
In the same survey, it was also evident that
a minority of users are younger and more
educated than average, and are curious
about new technology and high-tech prod-
ucts. These results fit well with earlier
research studies on adoption in terms of
self-service, and gender (Elliott & Hall,
2005). We know that younger consumers
are more interested in experimenting with
new technologies, such as electronic bank-
ing (Kolodinsky, Hogharth & Hilgert,
2004), and wireless Internet (Lu et al.,
2003; Pagani, 2004). We also know that the
majority of users tend to adapt to new
technology if the technology itself provides
superior customer value and obvious bene-
fits to the user (Sundstrom, 2007; Rogers,
1962; Rogers & Shoemaker, 1971). Thus,
one explanation for the lack of interest by
Swedish consumers in using QR-codes can
be attributed to, on the part of the retailer,
not having succeeded in providing tangible
value for the user. However, in other coun-
tries we see a somewhat different devel-
opment, where North American consumers,
scan QR-codes in-store (Atkinson, 2013;
Brynjolfsson, Hu, & Rahman, 2013).

One explanation for this is that
QR-codes are more often used to offer the
consumer a discount or otherwise benefi-
cial offer.

From a theoretical stand-point, this is
an interesting phenomenon since a classical
push strategy builds on the premise that
someone (often the marketer) sends out a
convincing message to someone else (often
consumers). However, the use of QR-codes
does not seem to follow this theory, even if
this is believed by many. QR-codes require
actual action from the receiver in order to
receive (or in this case retrieve) the mes-
sage. For this reason, the use of QR-codes
is actually seen as a pull strategy and are
often seen by the receiver as relevant and
meaningful (Atkinson, 2013).

Regardless of whether QR-codes
in-store can be classified as a push or pull
strategy, Swedes knowledge of them is low.
It has, however, become more common that
Swedes download specific apps to their
cellphones in order to find a particular store
or one that offers help with shared pur-
chasing lists etc.

4. Results

In total, 172 customers were asked to
participate in this study and 150 respond-
ents chose to attend. The respondents were
aged 19 — 59 years with an average age of
39 and with a skewness of -0,281. The
sample was distributed as in the table be-
low. The size of the sample, however, does
not provide us with enough data to gener-
alize according to age, although the analy-
sis is interesting within the sample.

There were 20 male and 130 female
respondents within the sample, represent-
ing the target groups for both retail stores.
All of the participating consumers stated
that they owned a smartphone. The majori-
ty of the respondents claimed they knew
what a QR code was when they were pre-
sented with one (83 respondents), with 67
people stating they did not know what it
was. There was a widespread assumption
that if one scanned a QR code, one would
then receive a lot of unwanted e-mails. This
can be illustrated by the following: “It
seems unnecessary to scan a code, because
I don’t want a lot of junk mail”. Other
comments were “it seems unnecessary, it
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gives me no value”, and “it takes time”. All
of these comments illustrate the barriers for
scanning QR codes in-store. Of the re-
spondents, only 15 customers claimed that
they had scanned a QR code before. Com-
ments received from respondents who
claimed they had scanned a code were as
follows in the table below:

Table 1: Why They Had Scanned a QR Code
Before

I was curious

I wanted some enter-
tainment

I expected something
fun

10 respondents
2 respondents

1 respondent

Analyzing the sample by age indicates
that respondents from the age of 41 to 59
might consider scanning a QR code
in-store provided they would receive some
form of gratification or promotional activi-
ty. The respondents aged 19 to 41 might
consider scanning a QR code in-store for
different reasons. However, only two of the
respondents claimed that they would use a
QR code if they were given a gratuity. The
reasons for scanning QR codes are pre-
sented in the table below and cross tabled
with the age of the respondents:

Table 2: Reasons for Scanning

Variable Scale Al
count
Reasons When I see no
for scan-  one to ask 20 (13.4 %)
ning QR Whenlamina
codes hurry 12 (8.0 %)
in-store When I may
receive a gratu-
ity or there is a
promotional
activity 56 (37.6 %)
When [ want to
know more
about a product 61 (40.9 %)
Total 149 (100 %)

Table 3: Reason for Scanning by Age-group

Scale 19-40 41-59
When I see no one to 20 0
ask (26.7 %) (0 %)
When [ am in a hurry 12 0

(16.0 %) (0 %)
When I may receive a

gratuity or there is a 0 56
promotional activity (0%) (75.7 %)
When I want to know 43 18
more about a product (573 %)  (24.3 %)
75 74
Total: (100 %) (100 %)

Using age as a tool for analysis also
show that, of the respondents aged 19-40,
14 out of 15 claimed that they had scanned
a QR code before. However, when asked
why, hypothetically, they might consider
scanning a QR code outside of the retail
store context, we did not obtain the same
pattern of answers according to age. In this
situation, the majority of the respondents
claimed that a motive for scanning would
be a gratuity of some kind. At the end of
the interview, we also asked the
respondents what they would most likely
do if they were in a retail store and needed
product information but all the store em-
ployees were occupied. This was an open
question where the respondents could ex-
press their intentions. One of the most
common answers is illustrated by the fol-
lowing comment: “Then I would pick up
my cellphone and google”, regardless of
what age the respondents were. However,
among respondents aged 44 to 56, the ma-
jority of them also said that they would call
a friend or peer, wait for help if they had
the time, or leave the store. This indicates
that younger respondents would try to find
the information they needed on their own,
but older respondents would not.

When faced with the experiment of
scanning a QR code and receiving product
information on their cellphone, all of the
respondents found the information valuable.
The use of pictures of the products was
valuable. However, the most important
value was from describing the product in
text. When the respondents were asked to
give suggestions on how to add extra value
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to the product information, we received a
lot of suggestions regarding presenting the
products as a film. Respondents wanted to
know how to wuse the product (a
slow-feeding net for horses) and how to
arrange products (curtains). They also
suggested that information could be given
on complementary products and sugges-
tions based on “what other customers also
bought”. Results from this field study indi-
cate that consumers might find added value
when scanning QR codes if the information
they receive is related to the product or the
consumption of products. There were also
strong preferences for information formats
that, at the same time, could add entertain-
ment value.

4.1 Reasons for scanning QR codes

When asked about the reasons for
scanning QR codes in the specific stores
there were four options: (1) When I see no
one to ask, (2) When I am in a hurry, (3)
When I may receive a gratuity or there is a
promotional activity and, (4) When I want
to know more about a product. The answers
were distributed as follows:

Table 4: Reasons by Gender

All
Scale sample Women Men
count
When I see no 20 16 4
one to ask (134%)  (124%)  (20%)
When I am in 12 12 0
a hurry (8.1%) (9.3%) (0%)
When I may
receive a
gratuity or
there is a
promotional 56 51 5
activity (37.6%)  (39.5%)  (25%)
When I want
to know more
about a prod- 61 50 11
uct (40.9%)  (38.8%)  (55%)
Total 149 129 20
(100%) (100%) (100%)

any conclusions regarding gender differ-
ences. Due to the small number of observa-
tions from the male group it is not possible
to significantly test the groups. However,
as can be seen above, there are no major
visible differences in the limited material
available.

Considering the difference in tech-
nology usage between younger and older
generations (Pagani, 2004; Lu et al., 2003),
it was interesting to test for differences
regarding age. By splitting the material into
respondents below and above 40 years of
age, a significant difference between the
groups was detected’. The results indicate
that older respondents are more likely to
scan a QR code when they receive a gratu-
ity or there is a promotional activity. The
younger respondents have stated all the
other reasons except when receiving a
gratuity or there is a promotional activity.
The main reason for younger respondents
to scan a QR code is to find out more about
a product, but they also stated when they
saw no one to ask and when they were in a
hurry, although to a lesser extent.

Since the study was conducted in two
different stores, there was a need to con-
firm that the results were not based on age
differences between the respondents from
the stores. The age difference between the
stores was not large enough to be signifi-
cant, although there were slightly more
respondents in the 40+ category from store
1, and the opposite applies to store 2.

Table 5: Age Groups by Store

Age 19-40 Age 40-59  Total
32 40 72

Store 1 (44,4 %) (55,6 %) (100 %)
43 35 78

Store2 (55,1 %) (44,9 %) (100 %)
75 75 150

Total (50 %) (50 %) (100 %)

One respondent chose not to answer
the question. The respondents were, as
mentioned earlier, mostly women (129 or
86%) and it is therefore difficult to draw

When testing the respondents from
each store separately, the sample is not
large enough to obtain a satisfactory sig-
nificance test. Both cases indicate the same

2 p-value 0.000, df 3, Chi-Square-value of 98.244
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results as found for the whole population’
but due to the small population, the ex-
pected count is too low in both cases. The
indication does, however, not contradict the
result for the entire sample.

It is also possible to detect a signifi-
cant’ difference between stores. The dif-
ference indicates that respondents from
Store 1 use QR codes to know more about
a product to a greater extent while re-
spondents from Store 2 use a QR code
when they see no one to ask. If we separate
the groups, we see a similar result in the
younger group’. However, no significant
result was visible for the older group. It is
likely that the reason for the younger
groups effect on the overall result was
because their results were spread more
widely among the reasons, while the ma-
jority of the older groups result (56/75)
gave the same response alternative (gratui-
ty or promotional activity) and was divided
equally between the both stores.

To conclude, the results show that
there is a dependence of age when using
QR codes. Older respondents used a QR
code when there was a gratuity or promo-
tional activity connected to it or when they
need information about the product.
Younger respondents used a QR code for
various reasons, mostly to get information
about a product, but also when they
couldn’t find anyone to ask or were in a
hurry. Amongst the younger respondents, a
dependence on store was also detected,
indicating that QR codes are used for dif-
ferent reasons in different stores.

5. Discussion
The results of the empirical material
show significant differences between age
groups, not in the actual usage of QR-codes,
but with regard to how they value
QR-codes and what would make them

? Store 1: p-value 0.000, df 3, Chi-Square-value of
41.863 (50 % cells with expected count under 5)

Store 2: p-value 0.000, df 3, Chi-Square-value of
55.972 (25 % cells with expected count under 5)
4 p-value 0.015, df 3, Chi-Square-value of 10.519
5 p-value 0.014, df 2, Chi-Square-value of 8.581

actually use one. While the consumer
group of 40-years old and upward ex-
pressed that they would pick up their mo-
bile phone and scan the QR-code if given a
discount, the younger group (up to 40 years
old) did not value a discount but would
scan a QR-code if there was entertainment
value in doing so. Interesting to note is that
the store itself (for example the ability to
find someone to ask, potentially how good
the website is) has an effect on the different
main uses of QR codes for younger re-
spondents.

Except for these differences, the mate-
rial also reveals low levels of knowledge of
QR-codes and that the actual usage is also
low. These results, in light of the increased
attention from retailers in using mobile
devices to communicate with consumers,
as well as investment in other digital aids
so as to increase profits, show discrepan-
cies between the perceived value of digital
aids by the retailer and the value experi-
enced by the consumer.

Retailers are using existing, and rela-
tively inexpensive, QR-code technology to
communicate with consumers but are not
using it to its full potential. Consequently,
the innovation aspect is lost and important
consumer value that could be provided and
that would eventually lead to increased
profits is also lost. Given the perceived
value experienced by consumers in using a
QR-code, there is a great need for retailers
to push the innovation aspect of an already
existing technology in order to give actual
consumer value. This study shows a small
sample from two different retailers and
does not offer generalizations on consum-
ers’ use of QR-codes over a broad spectrum,
but it does highlight the discrepancies be-
tween consumers and retailers when it
comes to the perception of value from this
technology. It also pinpoints the possibili-
ties of innovation in existing digital aids for
communication with consumers. We do not
offer a golden solution for technological
advancement in retailing, but stress the
great importance of building on existing
knowledge through innovation in order to
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provide consumer value that can lead to
increased profits for retail firms.
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Abstract

Members of virtual communities engage in a multiplicity of relationships. They assume various
roles and perform different functions. These roles and functions vary from being a passive
browser of the community’s pages to being an active contributor or presenter, or from simply
updating one’s own personal data and satisfying personal reading needs to sharing knowledge,
giving others encouragement and affirmation, and answering blog questions. Such virtual activ-
ities are vital and create a unique codependency between caregiver and the cared, a kind of
relationship described in psychology codependency theory. This study expounds on the concept
of codependency and configures the virtual community according to five perspectives: psycho-
logical safety (PS), identifiable anonymity (I1A), public self-awareness (PSA), group norms (GN),
and community engagement (CE). These five perspectives also constitute the latent code-
pendency variables that explain why community members enthusiastically participate in com-
munity activities and generously assist one another, thereby boosting community identification
(Cl) and member loyalty (ML). ClI is not only an important prerequisite to ML but also an inter-
mediary variable between virtual community codependency and ML. In actual terms, CI en-
hances ML. CE has the greatest effect on virtual community codependency, followed by PSA,
GN, PS, and IA, in that order. CE highlights member devotion and dedication and is a vital factor
in persuading other members to continuously participate in community activities, thereby fos-
tering member codependency. Members value their self-image and the attention they obtain
from other members more than they value GN. The safety of the members’ community envi-
ronment and the anonymity of their participation in activities come last in their ranking. We hope
this study will assist operators of virtual communities to understand the behavior of their mem-
bers and enhance the efficiency of community operations.

Keywords: Codependency, virtual community, Internet, community identification, loyalty

activities and the focus of observation for

1. Introduction

In January 2012, the US network
marketing company comScore released its
annual community network research report.
Their statistics showed that Internet users
around the world spend one-fifth of their
networking time in virtual communities
(Aquino, 2012). In 2013, the top 100 virtu-
al community websites of Taiwan captured
a record-setting 30% of the market (Busi-
ness Next, 2013). Virtual communities
have clearly become the center of network

the network industry.

Kozinets (1999) believed that a virtual
community constitutes a social relationship
created by its users through application
programs on the Internet. Previous research
has rarely explored the various relation-
ships formed among community members.
Some community members assume the
roles of presenter and viewer and interact
in a seemingly symbiotic relationship, such
as that between flowers and bees. Interac-
tion among community members includes



68 International Journal of Innovation in Management, Vol. 3, No. 2 (2015)

keeping in contact and caring for others, in
which the relationship is similar to that
between caregiver and cared in the code-
pendency theory of psychology.

This study uses the concept of code-
pendence to examine the codependent rela-
tionship of community members. Previous
studies show that the operation of virtual
communities is greatly influenced by the
affirmation and loyalty of their community
members. When affirmation and loyalty
decrease, the revisit rate also decreases,
with some members even leaving the
community. As such, this study uses two
variables (an intermediate and a dependent
variable) to investigate the codependence
of community members so as to hopefully
make a contribution to understanding their
behavior.

2. Review of Literature

2.1 Virtual Communities

Kozinets (1999) says that a virtual
community is the virtual space of those
users who have created a social relation-
ship through program interactive exchange.
Wachter, Gupta, and Quaddus (2000) con-
ceived a virtual community as a network-
ing community in which users exchange
and share opinions, with the computer as
the medium of exchange.

Dholakia, Bagozzi, and Pearo (2004)
found that community members join virtual
communities because of shared interests,
trading and social purposes, and other
needs related to information, knowledge,
learning, leisure, entertainment, and prob-
lem solutions. Based on the IS success
model of DeLone and McLean (2003), Lin
(2008) took virtual community members as
the objects of study when exploring the
success model of virtual communities.
Fang and Chiu (2010) used variables, such
as justice, trust, and organizational citizen-
ship behavior, to study the participation
intention of community members.

The review above has summarized
previous studies on virtual communities
and defined a virtual community as the
virtual space created by Internet users,

which allows them to browse one another’s
achievements, participate in discussions,
and circulate works or opinions. Such ex-
changes connect the members and create a
social community.

2.2 Codependency

The concept of codependency origi-
nates from the treatment given to alcoholic
families in the 1940s. Alcoholics depend on
the care of their family members and put
many pressures on them. On the other hand,
family members obtain a sense of
self-affirmation when they satisfy the needs
of their alcoholic family member. Studies
have found that this interaction between
family members and alcoholics becomes a
codependency, and the dependence of fam-
ily members on alcoholics is even more
significant than the reverse (Arnold, 1990;
O'Brien, 1992; Riley, 1991; Wilson &
Kneisl, 1992).

Hughes-Hammer, Martsolf, and Zeller
(1998) claim that codependency is the mu-
tual dependence of people who control
their emotions. Therefore, in relationships
between people, those who have the ten-
dency of codependency are tied down by
their significant others, who affect the for-
mer’s behavior to devote their efforts to the
latter. Henceforth, codependency is the
dependence on people or things other than
one’s self and leads to mutual dependence.
Such dependence includes the reduction
and neglect of the self. Those who have an
obvious codependency tendency force
themselves to help others control the oc-
currence of natural incidents by using the
excuse of controlling and giving sugges-
tions. They also continuously sacrifice
themselves for others and assist them.
Codependency makes them emaotionally
attached to each other. This tendency exists
in every person although the degree of its
exhibition varies.

In the field of psychology, the con-
ceptual definition of codependency and its
features have been much discussed. The
relevant theories are as follows:

1. Social structure and cultural character
perspective: Schaef (1987) claimed that
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the roles of the various classes and sex-
es in society are associated with inter-
personal relationships that depend on
each other. The cultural characteristics
of self-repression, self-sacrifice, and
devotion to maintaining close interper-
sonal relationships create codependen-
cy.

2. The iceberg model: Friel and Friel
(1987) believed that codependency
probably results from shame, guilt, and
the fear of abandonment, which mani-
fests as an iceberg does, with the tip or
only a part of it revealed. It can lead to
problems of addictive relationships and
compulsive behavior if not taken seri-
ously.

3. The intrapsychic approach: Riley (1991)
thinks that the tendency of codepend-
ency is created by the love of attention
or the fear of being left out and the be-
havior of deliberately pleasing the sig-
nificant others.

4. The interpersonal approach: Arnold
(1990) says that a child must learn to
satisfy its external needs from experi-
ence and it assumes the role of caregiv-
er for the purpose of establishing inter-
personal relationships.

5. The illness model: Whitfield (1989)
claims that codependency is similar to
ordinary addiction and, if serious, is
likely to evolve into other forms of ad-
diction and compulsive behavior.

In summary, those who show the ten-
dency to be codependent form relationships
characterized by various features, such as
self-repression, self-sacrifice, dedication,
and pleasing others, as a result of their
growth environment, family circumstances,
social relations, and health status. These
features suggest that the tendency to be
codependent easily evolves into problem-
atic forms of addictive relationships and
compulsive behavior.

2.3 The Formation of Codependency in
Virtual Communities

To explore the codependency among
virtual community members, this study

referred to five pertinent psychological
theories: the social structure and cultural
character perspective, intrapsychic ap-
proach, iceberg model, illness model, and
interpersonal approach. These five theories
of codependency are applied to virtual
communities depending on the relevant
context and information theories on virtual
communities.

1. Psychological safety (PS): Two theories
relate codependency tendency to PS.
O'Brien (1992) proposed the concept of
surrendering the self and Hands and
Dear (1994) proposed the concept of
assuming the responsibility of meeting
others' needs to the point of self-neglect.
Both theories explain that the code-
pendency tendency of certain individu-
als may be caused by the lack of PS. To
compensate for this lack, such individ-
uals deliberately help their significant
others, while neglecting their own
needs, by means of controlling or giv-
ing proposals to their significant others.
Kahn (1990) thinks that PS is a
self-image and a mental state, in which
an individual feels no impending nega-
tive consequences. An individual with
high PS has confidence and his behav-
ior is safe and does not cause negative
consequences. An individual does not
express their behavior but uses words
and deeds to satisfy their PS. In a virtu-
al community, many members regularly
update their diaries, status, and emo-
tions because they regard other com-
munity members as significant others
and they can satisfy their PS by satisfy-
ing their significant others. Such is the
codependency of the virtual community
(CVC) when viewed from the perspec-
tive of PS.

2. ldentifiable anonymity (1A): Hinkin and
Kahn (1995) claim that those who have
the tendency to be codependent nor-
mally repress their self-value so as to
hide their self and show their
self-dedication and responsibility. This
situation is also seen in virtual commu-
nities, whereby people who interact
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with other community members substi-
tute their self with their own virtual
identification. This situation is called
IA. According to the definition of Nis-
senbaum (1999), anonymity consists of
the interaction with others while con-
cealing the self. The present study
adopts the concept of anonymity as 1A
(Marx, 1999; Wallace, 1999; Yun,
2006).

3. Public self-awareness (PSA): Individu-
als who have a codependency tendency
care about the opinions of others to the
point of repressing their own feelings
and hiding their own negative emotions.
Whitfield (1989) says that such repres-
sion leads to a false self, referred to as
the hidden self. In virtual communities,
members often deliberately neglect and
even repress their own sentiments and
needs to fulfill the expectations of oth-
ers. This behavior is similar to PSA.
Self-awareness means making the self
become the focus of attention (Aronson,
Wilson, & Akert, 2001), which is a state
and degree of attention related to
self-expression (Duval & Wicklund,
1972). However, when we focus our at-
tention on the self, we may focus only
on certain aspects (Weber, 1992). If our
attention is limited to our public self
and our self in the eyes of others, this
self-awareness is referred to as PSA.
Given this definition, we can under-
stand how this perspective is applicable
to the study of codependency in virtual
communities.

4. Group norms (GN): Individuals with a
codependency tendency often measure
themselves against the expectations and
standards of others. It is an invisible re-
striction similar to the GN of virtual
communities. Brown (1988) points out
that norms refer to explicit and implicit
rules that guide the conduct of commu-
nity members and they may be regarded
as an explicit description of the actions
and responses expected from the mem-
bers. The present study also uses this

concept to understand codependency in
virtual communities.

5. Community engagement: (CE): Fa-
vorini (1995) claims that a family envi-
ronment characterized by strong paren-
tal control and caring tendency results
in the codependency of children. This
circumstance is similar to the environ-
ment and situations mentioned in the
social cognitive theory of Bandura
(1986). An individual exhibits special
behavior when they believe that the
have some responsibility or commit-
ment or are engaged in some incident.
Many virtual community members are
influenced by the community environ-
ment and believe that they are given the
responsibility of taking care of others,
which similarly results in codependency.
To satisfy other members, they try to
publish topics and articles that will at-
tract the attention of other members.
Those members who are stimulated also
participate in the activities. As such, CE
is also an appropriate perspective for
examining CVC.

Previous studies have not applied the
theory of codependency to virtual commu-
nities. The present study transposes the
relationship between caregiver and cared as
described in the codependency theory of
psychology into the close ties and mutual
dependence of virtual community members.
The study considers the members’ interac-
tive behavior as the overt behavior of vir-
tual communities to explore the CVC.

In this study, CVC consists of PS, 1A,
PSA, GN, and CE and refers to the mutual
dependence and reliance of community
members on virtual community activities.
To maintain this relationship, members
participate in virtual community activities.
The participation behavior of the members
appears to be simple, but is actually the
expression of their interactive and code-
pendency in the virtual world.. Bloggers
publish articles to maintain their popularity
or to attract visitors and satisfy the de-
mands of readers who support them. On
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online dating sites, members who wish to
frequently interact with their beloved
friends continually to update their websites
or systems.

2.4 Variables Relevant to Virtual Com-
munities

In addition to codependency, two oth-
er variables pertinent to the study of virtual
communities include the following:

1. Community identification (Cl): Alge-
sheimer, Dholakia, and Herrmann
(2005) categorize this perspective into
emotion and cognition. Emotion refers
to the characteristics of an emotional
commitment when cognition is merged
into the community’s emotions. Cogni-
tion emphasizes the recognition of the
common feelings shared by the other
members.

2. Member loyalty (ML): Lin (2008)
claimed that the degree of participation
in virtual communities can be used as a
criterion to measure their success.
When a virtual community garners high
loyalty from its members, it is consid-
ered successful. The present study
adopts the definition of Oliver (1999)
and translates it into the satisfaction of
community members. Such a virtual
community will, in the future, continue
to win high revisit rates from its mem-
bers. It will also persuade hon-members
to join and will discourage transference
behavior.

3. Research Methods

This study follows the adaptation
conditions of the models discussed above
through an analysis of verifying factors and
their effects. The purpose is to examine
community dependency in general and to
understand the influence of the variables in
particular.

3.1 Research Framework and Hypothe-
sis

To understand the influence of code-
pendency of the virtual community on its
operations, the literature related to virtual
communities has been reviewed above. The

review shows that the success of a virtual
community is clearly related to member
loyalty (ML). Community identification
(ClI) is the probable cause of ML. As such,
the present study takes ClI as the intermedi-
ary variable and ML as the final result. It
describes the relationship between virtual
community codependency and the varia-
bles. The review of the related literature
has shown the relationship from various
perspectives and has identified models that
can be appropriated when proposing the
concept of virtual community codepend-
ency, which has not yet been nominated in
past studies. This study also proposes that
virtual community codependency is a po-
tential variable that can influence psycho-
logical safety (PS), identifiable anonymity
(1A), public self-awareness (PSA), group
norms (GN), and community engagement
(CE). The research framework is illustrated
in Figure 1.

Note : Psychological Safety (PS), Identifiable Anonymity (1A),
Public self-Awareness (PSA), Group Norms (GN),
Community Engagement (CE), Codependency of
Virtual Community (CVC), Community Identification (Cl),
Member Loyalty (ML).

Figure 1: Research Framework

Lin (2008) claims that ML is influ-
enced by system characteristics, social fac-
tors, and the sense of belonging that is fos-
tered in the virtual community. Additionally,
social factors that result in trust have a sig-
nificant effect and show that certain factors
of the inner world of the members have not
yet been explored. Therefore, this study
proposes codependency of the virtual
community (CVC) as the potential variable
that causes ML, following the ideas ex-
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pounded by codependency theories, in-
cluding the social structure and cultural
character perspective, intrapsychic ap-
proach, iceberg model, illness model, and
interpersonal approach. These theories are
translated for the purpose of this study into
psychological safety (PS), identifiable an-
onymity (IA), public self-awareness (PSA),
group norms (GN), and community en-
gagement (CE). If the potential factors of

CVC are formed from the perspective of

PS, the degree of CVC and ML both in-

crease. To verify this conclusion, this study

hypothesizes the following:

H1. Codependency of the Virtual Commu-
nity (CVC) positively influences
Member Loyalty (ML).

Algesheimer et al. (2005) claim that

Cl emotionally engages the community
members and has the features of an emo-
tional commitment. If the individual emo-
tions of the members are strengthened, the
Cl is also strengthened. Of the five factors
of CVC, GN directs the behavior of the
members. In addition, CE consists of the
motives of emotional commitment and the
increased virtual community codependency
enhances cognition and emotional com-
mitment and increases CI.

H2. CVC positively influences CI.
Algesheimer et al. (2005) claim that

CI can positively influence brand emation,

with an increase in CI resulting in a corre-

sponding increase in brand connection and
loyalty. Lin (2008) says that the success of

a virtual community is closely related to

ML, because ML is influenced by various

psychological factors and its cause is simi-

lar to that of social structure theory. There-
fore, the higher the degree of codependency,
the closer the relationship of the members.

An increase in Cl leads to a corresponding

increase in ML.

H3. Community Identification (CI) posi-
tively influences Member Loyalty
(ML).

3.2 Measurement and Data Collection

This study adopts a seven-point Likert
Scale to measure the variables from 1 to 7
points (“strongly disagree” to “strongly
agree”). The study measures the items ac-
cording to the variables of the various per-
spectives in order to conduct a first-order
factor analysis, divided into the variables of
CVC, ClI, and ML. The higher the score of
a perspective, the more strongly it is ex-
pressed. CVC is derived from the sec-
ond-order factor analysis of the five per-
spectives above and the model scores are
obtained from the estimation program. The
higher the score, the higher the degree of
codependency.

The subject of this research includes
the users of virtual communities in Taiwan.
For the data collection, the Google Doc
function was used to produce an online
questionnaire. The users of well-known
forums, blogs, micro-blogs, community
websites, dating websites, video and audio
websites, and online games were asked to
complete the questionnaire. The investiga-
tion period was between December 4th
and December 28th 2014 and this study
recovered 669 effective questionnaires us-
ing the convenience sampling method. Ac-
cording to the proposition of Bagozzi and
Youjae (1988), the number of samples
should be five times larger than the test
variables and greater than 50.

4. Analysis and Result

4.1 Sample Statement

The respondents of the 669 question-
naires all habitually use community web-
sites or have had experience in similar vir-
tual communities. The statistics of the pop-
ulation variables are described in Table 1.
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Table 1: Statistics of Population Variables
Population variables Item Number Rate
Sex Female 343 51.3%
Male 326 48.7%
Education Below high school 14 2.1%
High school 103 15.4%
College / university 420 62.8%
Post-graduate and above 132 19.7%
Age Below 19 years 74 11.1%
20 to 29 years 267 39.9%
30 to 39 years 218 32.6%
40 to 49 years 87 13.0%
Above 50 23 3.4%
Occupation Civil service 13 1.9%
Culture and education 18 2.7%
Freelance 12 1.8%
Medical service 14 2.1%
Service industry 99 14.8%
Finance 46 6.9%
Military 43 6.4%
Housewife 24 3.6%
Designing 6 0.9%
Electronics 36 5.4%
Manufacturing industry 44 6.6%
Advertlsmg and communication 2 03%
industry
Student 266 39.8%
Other 46 6.9%
Length of participation in this Below 1 year 57 8.5%
virtual community 1 year and below 2 years 93 13.9%
2 years and below 3 years 213 31.8%
3 years and below 4 years 177 26.5%
4 years and above 129 19.3%
The number of releases, re- 1to 3times 285 42.6%
sponses, messages, or com- 4to 6 times 144 21.5%
ments made per day 7 to 9 times 140 20.9%
10 times and above 100 14.9%

4.2 Reliability and Validity Analysis

Reliability refers to the stability of the
quantity of the questionnaires. This study
adopted Cronbach’s a coefficient to deter-
mine the internal consistency of the ques-
tionnaires. According to the proposition of
Nunnally (1978), when the Cronbach’s a

coefficient value is larger than 0.7, its reli-
ability is acceptable. The Cronbach’s «
coefficient values of all the items in this
research are higher than 0.936, which sug-
gests acceptable reliability. The reliability
of all the items are shown in Table 2.
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Table 2: Reliability of All Items

Perspective o

Perspective  Item Average Standard difference value

PS pPS1 4,22 1.71 0.950
pPS2 3.89 1.61
PS3 461 1.98

1A 1Al 5.10 1.50 0.890
1A2 481 1.40
1A3 5.49 151

PSA PSA1 5.10 1.35 0.716
PSA2 4.70 1.34
PSA3 4.80 1.40

GN GN1 4,32 1.20 0.924
GN2 4.68 1.51
GN3 4.64 1.46

CE CEl 3.71 1.66 0.865
CE2 3.57 1.49
CE3 431 1.37

Cl Cl1 4.56 1.34 0.925
Cl2 4,62 1.40
CI3 4.42 1.50
Cl4 4,22 1.50

ML ML1 4,63 1.29 0.892
ML2 4.70 1.35
ML3 4.89 1.29
ML4 4.63 1.29

The questionnaire items in this re-
search were based on the existing literature
and theories from Taiwan and abroad. They
underwent test decoration and the validity
of their surface meaning was evaluated and
finely tuned by two university teachers
from the fields of information management
and psychology. Following the standards of
Andersson and Nilsson (1964) and Ronan
and Latham (1974), the items have a high
face validity and expert validity.

A confirmatory factor analysis was
also used to test the model estimation and
guarantee the single perspective character-
istics of the measurement scale. Composite
reliability (structural reliability) tests every
potential variable and checks the incon-
sistency of those variables. After conduct-
ing the analyses above, the average extrac-

tion variations of the variables in the quan-
titative table of this study (excluding PSA)
reached 0.5 and above. Their composite
reliability reached 0.7 and above, which
indicates that the variables have good
composite and structural reliability (Ba-
gozzietal, 1988). The relationship among
the perspectives of most potential exoge-
nous variables is smaller than the relation-
ship within the perspectives, which is the
square root value of the average variance
extracted. Aside from PSA and ML, the
variables are larger than the relevant coef-
ficients under several other perspectives,
which shows that the quantitative table has
a distinguishing validity (Hairetal, 1998).
The correlation, variance matrix, and
composite reliability are described in Table
3.
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Table 3: Correlation, Variance Matrix, and Composite Reliability

PS 1A PSA GN CE Cl ML
PS 0.922 0.222 0.353 0.425 0.505 0.541 0.545
1A 0.140 0.866 0.271 0.326 0.388 0.416 0.418
PSA 0.293 0.297 0.696 0.520 0.617 0.661 0.665
GN 0.249 0.252 0.529 0.897 0.745 0.798 0.803
CE 0.288 0.293 0.614 0.521 0.789 0.948 0.954
Cl 0.319 0.324 0.680 0.578 0.670 0.874 1.188
ML 0.337 0.343 0.719 0.61 0.708 0.912 0.870
AVE 0.850 0.751 0.485 0.805 0.622 0.764 0.757
C.R. 0.944 0.899 0.735 0.925 0.830 0.928 0.925

Note: The italicized figures in bold represent the square root of AVE and the triangular area at the top
right represents the variable coefficients. The correlation coefficients all reached a significance level of
p<0.01 (two-tailed test). The triangular area at the bottom left represents the variable coefficients that
reached a significance level of <0.001 (two-tailed test). CR stands for construct reliability.

4.3 Structural Equation Model Analysis
Path analyses and regression analyses
explore the relationship between visible
variables. Factor analysis explores the rela-
tionship between potential variables and
visible variables. The structural equation
model analysis is a model that combines
the two methods and includes the first
measurement model (the relationship be-
tween visible variables and potential varia-
bles) and the second structural model (the
relationship between potential variables).
The results above show that the quantita-
tive table has face validity and reliability,
and structural validity. The distinguishing
validity of all the perspectives is also to an
acceptable level. Confirmatory factor anal-
ysis was used to test the adaptation of the
models. According to Bagozzi and Yi
(1988), the size of the samples should be

no less than 50 and should be five times
greater than the estimation parameters.
Given the response of 669 effective sam-
ples, the present study meets the above
requirements. As such, the samples can be
subjected to confirmatory factory analysis
to test the adaptation of the overall meas-
urement model.

The analytical results show that the
chi-square value of the overall measure-
ment model is as follows: %2(276)=
791.527, ¥2/d.£=3.751, GFI =0.908, CFI =
0.957, NFI = 0.942, RFI=0.931, IFI=0.957,
TLI=0.948, and RMSEA=0.064. The de-
gree of adaptation exceeds the criteria
recommended by scholars, which indicates
that the degree of the adaptation of the
measurement model in this study is ac-
ceptable. The analytical results are de-
scribed in Table 4.
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Table 4: Results of the Confirmatory Factor Analysis

Perspective and items Stelmda_rdized tval-  Square multiple correlation
oadings ue values

PS (a=0.950, AVE=0.8506,
CR=0.9446)
PS1 0.891 - 0.794
PS2 0.939 40.288 0.882
PS3 0.936 40.208 0.877
IA (0= 0.890, AVE=0.7514,
CR=0.8994)
1Al 0.732 - 0.536
1A2 0.865 23.200 0.749
1A3 0.984 24.355 0.970
PSA (0=0.716, AVE=0.4857,
CR=0.7354)
PSAl 0.615 -- 0.378
PSA2 0.825 14.823 0.681
PSA3 0.631 12.348 0.398
GN (0=0.924, AVE=0.8058,
CR=0.9253)
GN1 0.986 - 0.973
GN2 0.860 36.405 0.74
GN3 0.841 34.562 0.705
CE (0=0.865, AVE=0.6227,
CR=0.8309)
CEl 0.885 - 0.533
CE2 0.743 17.260 0.552
CE3 0.730 16.646 0.782
CI (0=0.925, AVE=0.7644,
CR=0.9284)
Cl1 0.768 - 0.768
Cl2 0.702 25.952 0.702
CI3 0.811 27.597 0.811
Cl4 0.777 25.517 0.777
ML (0=0.892, AVE=0.7573,
CR=0.9258)
ML1 0.859 -- 0.739
ML2 0.895 27.221 0.801
ML3 0.842 27.997 0.71
ML4 0.884 29.433 0.781

Note 1: -- The route is set at 1.

Note 2: When the t value is larger than 2.58, it represents a vital level of p < 0.01

The confirmatory factor analysis in
Table 4 shows the current conditions of the
perspectives and the most influential fac-
tors. The absence of threats within the en-
vironment of the virtual community is the
most vital factor in the PS perspective
(0.939). Those interviewed are clearly most
concerned about the safety of the virtual
community environment before they con-
sider participation in any discussions or
publishing opinions using a certain identity.

Interaction with others using identifi-
able virtual identities is the most vital fac-
tor for the IA perspective (0.984). This
finding means that the respondents partici-
pate in activities in virtual communities
using identifiable virtual identities. The
various users can identify one another’s
virtual identities.

The most vital factor for the GN per-
spective is the compliance of the words and
deeds of the respondent with the expecta-
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tions of the virtual community and other
members (0.986). This finding shows that
those respondents who interact in the
community are influenced by the expecta-
tions of other members.

The most vital factor for the CE per-
spective is the help given to other members
from the participation of respondents in the
activities of the virtual community (0.885).
This finding shows that respondents are
willing to dedicate their efforts to partici-
pating in the community, sharing their abil-
ities, and assisting other members.

The most vital factor for the PSA per-
spective is the attention the respondents
obtain from other members when using the
virtual community (0.825). This finding
shows that the respondents care very much
whether or not they attract the attention of
other community members. The im-
portance of attention is higher than that of
care and impressions from others.

The most vital factor for the CI per-
spective is the importance accorded to re-

spondents in the virtual community (0.777).

They want to take pride in being a member
of the virtual community, which shows that
the degree and sense of CI are highly sig-
nificant.

The most vital factor for the ML per-
spective is the willingness of members to
participate in the community activities be-
cause they feel good in joining the com-
munity (0.895). This shows that the re-
spondents have built their community loy-
alty through use, trust, recommendation,
and reuse.

The confirmatory factor analysis
shows that the factor loading is between
0.50 and 0.95 and the models can be
adapted to the sample data. To determine if
there are factor structures at higher levels, a
second-order CFA model analysis was
conducted to obtain the CVC. The analyti-
cal results show that the chi-square value of
the overall measurement model is as fol-
lows: y2 (120)=316.303, y2/d.f=3.811,
GFI=0.943, AGFI=0.918, CFI=0.968,
NFI=0.958, TLI=0.960, RMSEA=0.065,
and IFI=0.969. The degree of matching
exceeded the criteria recommended by the
scholars, which indicates that the degree of
matching is acceptable. The standard load-
ings of all the perspectives are smaller than
the significant level of 0.01. The analytical
results of the matching degrees are de-
scribed in Table 5.

Table 5: CVC Second-order Confirmatory Factor Analysis Results

Perspective and items

Standardized loadings

CcvC

PS 0.604
1A 0.412
PSA 0.778
GN 0.676
CE 0.791

tvalue Square multiple correlation values
-- 0.365
7.589 0.171
9.566  0.606
11.463 0.457
11.720 0.626

Note 1: -- The route is set at 1.

Note 2: When the t value is larger than 2.58, it represents the vital level of p < 0.01.

The confirmatory factor analysis for
virtual community codependency shows
that the highest score is that obtained by
CE (0.791), followed by PSA (0.778), GN
(0.676), PS (0.604), and IA (0.412). These
results show that virtual community code-
pendency influences the dedication and
contributions of members and their con-
tinuous participation in community activi-
ties for others. In addition, the self-image

of the members is more vital than GN,
whereas the safety of the community envi-
ronment has the least effect on their deci-
sion to participate, or not, in activities us-
ing anonymous identities.

4.4 Hypothesis Testing

The analysis above proves that the
potential factor of CVC exists and posi-
tively influences ML (0.482), that CVC
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positively influences Cl (0.862), and that
Cl positively influences ML (0.497). The
results also show that virtual community
codependence can be derived from PS, IA,

PSA, GN, and CE. Therefore, the results
support the hypotheses of this study, as
described in Table 6.

Table 6: Hypothesis Test Results

Hypothesis Content Test result
Model Model matching and data adaptation matching Matching
Hypothesis 1 (H1) CVC positively influences ML. Support
Hypothesis 2 (H2) CVC positively influences CI. Support
Hypothesis 3 (H3) ClI positively influences ML. Support

Effect analysis mainly explores the in-
fluential effects of the potential endoge-
nous variables, particularly their direct,
indirect, and total effects. The effect values
of the perspectives are described in Table 7.

The analysis of the effect of the per-
spectives on the potential variables shows
that the vital and influential factors of CVC

include PSA, CE, GN, PS, and IA. The
influence of CVC on Cl is significant and it
has direct and indirect effects on ML. CI
also plays the role of intermediary variable
and the most vital variable regarding the
overall effect is the effect of CVC on ML.
The standardized route is described in Fig-
ure 2.

Table 7: Effect Values of the Perspectives

Structural relationship Direct effect Indirect effect Total effect
PSto CVvC 0.371 -- 0.371
IAto CVC 0.376 -- 0.376
PSAto CVC 0.789 - 0.789
GNto CVC 0.670 - 0.670
CE too CVC 0.778 -- 0.778
CVCto Cl 0.862 - 0.862
CVC to ML 0.482 0.428 0.910
Cl to ML 0.497 -- 0.497

Note : Psychological Safety (PS), Identifiable Anonymity (1A),
Public self-Awareness (PSA), Group Norms (GN),
Community Engagement (CE), Codependency of
Virtual Community (CVC), Community Identification (Cl),
Member Loyalty (ML).

Figure 2: Standardized Route of Framework 4.5.
Testing the Intermediary Effect of Cl

The analysis of the model -effect
shows that Cl has a certain intermediary
effect. A multiple regression test was con-

ducted to understand this intermediary ef-

fect.

1. the existence of a CVC ->Cl route
Cl = a0+ alCVC+e€ €)]
Test of the supposition of HO: al=0,
al=0.730***, adjusted R2=0.532
Refuse HO on the vital level, then coef-
ficient al is significant which means it
exists.

2. For the test of non-Cl, the route of CVC
> ML exists.
ML =vy0 +y1CVC + € (b)
Test of HO: the supposition of y1=0, y1
=0.687*** adjusted R2=0.471.
Refuse HO on the vital level, then coef-
ficient y1 is significant, which means
the route under non-Cl exists as de-
scribed in Figure 3.
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0.687***

Note : Codependency of Virtual Community (CVC), Community
Identification (Cl), Member Loyalty (ML).

Figure 3: Intermediary Structure Diagram

3. Under CI, test the existence of route
CI=>ML, which means that the route
effect is weakened
ML = B0 + B1CI + B2CVC + € (©)
Test and verify HO: the supposition of
B1=0and f2=0
B1=0.292%** B2=0.473*** adjusted
R2=0.510
Refuse HO: B1=0 on the vital level,
then coefficient B1 is significant, which
means that the route exists and B2 is
significant.  Compared  with  (b),
B2=0.473<yl = 0.687 shows that ML
has a certain intermediary effect, as de-
scribed in Figure 4.

0.473%**

Note : Codependency of Virtual Community (CVC), Community
Identification (Cl), Member Loyalty (ML).

Figure 4: Structural Framework Diagram of the
Intermediary Relationship

5. Conclusions

5.1 Discussion of the Research

This study proposed the concept of
CVC to explain the behavior of virtual
community members through a literature
review and observations. The model was
verified using a questionnaire investigation

with the conclusions of this research pro-

vided below.

1. CVC explains the ML of community
members.
The higher the tendency of community
members for virtual community code-
pendency, the higher the ML. Previous
research has found that when the mem-
bers of Internet virtual communities
have a higher PS, their ML is also high-
er. This study found that the effects of
CE, PSA, and GN are higher than PS,
which shows that the members have a
vital influence on the sense of responsi-
bility toward the community, their at-
tention to other members, and GN. This
finding differs from the previous under-
standing that an increase in PS increas-
es ML.
With regard to virtual community
codependency, the most effective per-
spective is CE, which shows that high
CE increases the codependency of the
members and strengthens their ML.
Many members who are influenced by
the environment of the community also
try to satisfy and care for other mem-
bers, disseminate topics and articles that
are of interest to other members, and
continuously participate in such com-
munity activities. The other members of
the community who have been influ-
enced will continue participating in ac-
tivities and engaging in effective inter-
actions, which is the CVC described in
this study.
With regard to GN, every community
has its explicit and implicit norms,
which the members must maintain and
follow together in order to continue and
enhance loyalty. Good interactions will
create a united and rich community.
With regard to PSA, the members care
about the opinions of the other mem-
bers and the attention they receive from
other members. To impress other mem-
bers and increase their loyalty, such
members share their opinions. With re-
gard to 1A, community members nor-
mally use identifiable community iden-
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tities when sharing knowledge and in-
teracting with other members. The last
variable is PS. According to a previous
study, an increase in PS increases ML
because community members think that
they can peacefully participate in
community activities and interact with
other members in a safe environment.

2. CVC explains the CI of the communi-
ties.
The more significant the tendency to-
ward CVC, the more that CI is influ-
enced. Cl is the cause of participation in
a virtual community. When the CI is
high, the virtual community easily be-
comes successful. With regard to virtual
community codependency, an increase
in Cl leads to an increase in both CE
and ML. The higher the cognition of the
community, the more significant the
loyalty of the community members. The
members’ acceptance of the GN of the
community enhances the community
cognition of the members, who follow
and maintain the community rules. With
regard to enhancing community cogni-
tion through PSA, the more that the
image and position of the community
members are affirmed by the commu-
nity, the more the members care about
the opinions of other members and the
attention they receive, thereby enhanc-
ing their community cognition. With
regard to 1A, community members
normally use identifiable community
identities. The affirmation of their iden-
tities increases their community cogni-
tion. Lastly, the higher the level of PS
that community members feel, the
higher the cognition of the community
and the more willing the members be-
come in interacting with the other
members.

3. CI has a mediating effect between CVC
and ML.
Cl is the cause of participation in virtu-
al communities. In the present study,
the impact of CVC on ClI is obvious,
and CVC on ML has a direct and indi-

rect effect, as Cl plays the role of the
intermediary variables.

5.2 The Meaning of Management

This study shows that ML is influ-
enced by PS. To make the operation of a
virtual community successful, community
codependency and community cognition of
the members must be enhanced. To en-
hance these factors, the member’s respon-
sibility (CE) must first be enhanced to
make them willing to serve other members,
create an appropriate and friendly commu-
nity environment, and establish the com-
munity’s norms.

In addition to the restricting norms,
the community members should reach a
common view regarding the acceptance of
the community rules. The encouragement
of members leads to positive behavior. The
encouragement of the members, leading
them to positive behavior that conforms to
community rules, in turn allows them to
receive the necessary attention (PSA). The
establishment of a unique style makes eve-
ry member easily identifiable (IA). The
creation of a safe community environment
to protect the privacy and personal infor-
mation of the members (PS) is also a sig-
nificant factor. In addition, the CI should be
enhanced through cognition, emotion, and
codependency. Thus, enhancing the CI in
turn enhances ML and makes the commu-
nity operation successful.

5.3 Research Restrictions and Recom-
mendations

The following are the limitations and
recommendations of this study:

1. This study gives no single explicit defi-
nition of codependency and its concep-
tion of the term is unrelated to the con-
cept of interpersonal relationships in
psychology or other theories. Therefore,
interpersonal relationships are outside
the scope of this study.

2. Given the limitations imposed by cost,
this study conducted its investigation
only with the users of traditional Chi-
nese virtual communities and who are
mainly located in Taiwan. In the future,
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respondents from other regions should
be included.

3. In the future, virtual community code-
pendency can be used as an aggregation
index for virtual communities and for
direct testing of the effects of virtual
community operations.

4. Virtual communities are of a large vari-
ety and codependency of every kind
must be categorized and discussed.
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Abstract

The development of social networks and telecommunications has changed human life dramat-
ically. Online behavior in today’s information society has become an indispensable part of daily
life. Therefore, researchers have focused on network behavior in recent years. Personality traits
are regarded as an important determinant of behavior and personality inventories have been
applied for diverse reasons in different fields. However, their utilization in the Internet environ-
ment, to predict network behavior, may have limits in scope and applicability due to the differ-
ences between real-life and the cyber world. This study suggests that a personality type in the
cyber world, calling it “E-personality”, may differ from real-life personality types. Currently,
well-developed personality scales exist for academic use. However, the plausibility of applying
them in cyberspace still lacks systematic proof. This study argues that measurement of the
E-personality of Internet users is helpful for understanding network behavior. Recently, neuroti-
cism has increasingly gained more attention and is now regarded as an important online per-
sonality trait by psychologists today. In light of this, this study is based on neuroticism of the Big
Five personality inventory. The study has sampled university students from different types of
university in Taiwan, and has testified the reliability and validity of the Inventory through con-
firmatory factor analysis. The results provide suggestions for practical proposes and future ac-
ademic studies.

Keywords: E-personality, online neuroticism, confirmatory factor analysis, reliability, validity

plenty of introverts who are actually shy

1. Introduction and quiet in real society, but who act like

Personality traits have often been used
for behavior prediction. In different fields,
people look very highly upon personality
traits, which are utilized to predict voca-
tional selection, performance at work and
study, and clinically as an index to evaluate
psychological illness. (Briggs & Myers,
1980; Barrick & Mount, 1991; Komarraju
et al., 2011; Piedmont, 1998) However, as
the Internet has developed, virtual embod-
iment has been created in today’s network
society (Turkle, 1996). We often find our-
selves showing network behavior that dif-
fers from our behavior in real society. Ad-
ditionally, we can also find, on the Internet,

extroverts online, and have a tongue in
their heads. This situation reflects the dif-
ference between “Real-life Personality”
and “Online Personality”. Regarding the
difference between real-life personality and
online personality, former psychological-
ly-related studies had different points of
view. Some studies considered the person-
ality of an individual, in principle, being
identical to their online personality (Kraut
et al., 2002). For example, an extrovert
would exhibit extraversion on the Internet,
and vice versa. Other researchers regarded
both as different personalities and that it is
“disinhibition” that makes them different
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(Joinson, 2003; Kiesler et al., 1985). Others
believed, in fact, that the different person-
ality an individual shows on the Internet, is
still part of the personality of that individu-
al, just that they usually hide that aspect in
their minds (Suler, 2004). All these points
of view have left room for further discus-
sions. This study thinks that if an individu-
al’s real-life personality differs to their
online personality, it should be discussed
and tested respectively. However, in the
past, researchers have not become involved
much in this subject.

Aboujaoude (2012) believed
E-personality does exist, and it may affect
real-life personality. In fact, no matter how
much the researchers looked, they had al-
ready admitted, directly or indirectly, that
real-life  personality does differ to
E-personality. Accordingly, this study plans
to develop a scale with reliability and va-
lidity for the measurement of E-personality.
The main scope of the research will be the
characteristics of the virtual personalities of
individuals in the Internet environment.
The developmental process of the scale
follows DeVellis (2012), and those recom-
mended by relevant literatures on personal-
ity scale development. (Churchill, 1979;
Govindarajan & Kopalle, 2006; Netemeyer
et al., 2003; Pearson, 1980). The study will
develop a personality test which is suitable
for measuring network society behavior.
By implementation of a pre-test and sample
collection, the applicability and perfor-
mance will be analyzed. The main purpose
of this study is to develop a scale, which is
suitable for the utilization of E-personality
measurement and can be used as a measur-
ing tool for domestic and foreign research-
ers.

2. Literature Review

2.1 Personality Theories

Trait theory states that the difference
between individuals can be described by
several important behavior tendencies. The
study of such theory is mainly to find an
impact dimension for the descriptions of
diverse personalities, and the point of this

research happened to be consistent with the
theory of this study. Therefore, this study
will utilize several points of trait theory to
form a basis. Personality psychologists
now have a consensus regarding personali-
ty traits, but this differs between regions,
countries, and cultures. In general, psy-
chologists believe that personality consists
of five dimensions. The most widely ac-
ceptable personality traits are the Five
Factor Model (FFM), categorized by Costa
& McCrae (1986) into neuroticism, extra-
version, openness, agreeableness, and con-
scientiousness. Despite the fact that the
categories have not been recognized
worldwide (Block, 1995; Eysenck, 1992),
the FFM can still be regarded as the most
widely accepted personality theory so far.

Neuroticism is the most stable person-
ality trait in personality studies (McCrae &
Terracciano, 2005). Neuroticism is a fun-
damental personality trait in the study of
psychology and is characterized by anxiety,
fear, moodiness, worry, envy, frustration,
jealousy, and loneliness. Individuals who
score high for neuroticism are more likely
than the average person to experience such
feelings as anxiety, anger, envy, guilt, and
depressed moods. They respond poorly to
stressors, are more likely to interpret ordi-
nary situations as threatening, and minor
frustrations as hopelessly difficult. They
are often self-conscious and shy, and they
may have trouble controlling urges and
delaying gratification. Neuroticism is a
prospective risk factor for most "common
mental disorders", such as depression, pho-
bia, panic disorder, other anxiety disorders,
and substance abuse disorder symptoms
that traditionally have been called neuro-
ses.

2.2 E-Personality

2.2.1 Online Behavior

Turkle (1995) indicated that the Inter-
net provided opportunities for people to
show themselves in different ways. People
could slightly change their style, or exag-
gerate changes in their identity, such as age,
experience, personality, appearance, and
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even gender. Young (1996) thought that the
Internet had the characteristics of interac-
tion. For instance, chat rooms and on-line
games are the most addictive interactions.
Young also regulated the definitions and
characteristics of Internet Addiction Disor-
der (IAD). The issues of IAD, with the
utilization of the Internet nowadays, is the

important negative impact on Internet users.

Studies have exhibited that excessive In-
ternet users tend to have certain unique
personality characteristics. Young (1998)
believed that the higher the depressive
tendencies of the Internet user, the severer
their excessive Internet use would become.

Many discussions have utilized the
characteristics of Internet behavior for
marketing segmentation analyses, which
are similar to the characteristics of popula-
tion and psychological statistics. The anal-
yses, which were different from historical
population statistic variables, mainly dif-
ferentiated Internet consumers by using
new marketing segmentation variables.
Bernoff & Li (2010) categorized the public
according to the conditions of their partici-
pation in network activities. They called it
a “Social Technographics Profile”, catego-
rizing Internet users by the following types:
creators, critics, collectors, joiners, specta-
tors and inactives. Brandtzeg (2010) sug-
gested that Internet users are also classified
by following practical types: Non-users,
sporadics, debaters, entertainment users,
socializers, lurkers, instrumental users and
advanced users. Brandtzag (2012) had also
verified these classifications with practical
data.

There has been every kind of network
behavior from the past until now, and into
the future. This study thinks that it could be
highly associated with the E-personality of
an individual. On the other hand, each
E-personality should match its practical
type. However, so far, this study has not
been able to discuss the mutual relation-
ship .

2.2.2 Introduction of E-personality
Wallace (2001) introduced the concept
of an online persona. Our denoted online

persona differs with our real-life persona as
we show different traits on different occa-
sions and when meeting different persons.
Suler (2004) argued that “rather than
thinking of disinhibition as revealing an
underlying ‘true self’, we can conceptual-
ize it as a shift to a constellation within
self-structure, involving clusters of effects
and cognition that differ from the in-person
constellation”. The concept of the
“E-personality” makes individuals calibrate
their offline lives, and thus behavior from
their Internet personality may affect their
off-line personality as well (Aboujaoude,
2012).

There are three parts of the psychic
apparatus as defined in Freud's structural
model of the psyche, including id, ego and
super-ego. These are the three theoretical
constructs in terms of whose activity and
interactive mental life is described. Ac-
cording to this model of the psyche, the id
is the set of uncoordinated instinctual
trends; the super-ego plays the critical and
moralizing role; and the ego is the orga-
nized, realistic part that mediates between
the desires of the id and the super-ego
(Ruth, 2006). Freud, in a famous metaphor,
compared the psyche to an iceberg. Figure
1 is based on Freud's metaphor. Like an
iceberg, nine-tenths of the psyche is invisi-
ble to us under water level (solid line figure
1), submerged in the unconscious. Accord-
ing to Freud's personality theory, this re-
search argues that Internet users will show
personality traits deeply hidden inside them
in the cyber world. This study suggests that
in the Internet world, the water level will
fall (dotted line in Figure 1) and Internet
users will show more of their inside traits
unconsciously, seen as Figure 1. It is still
us who is online, but it’s a part of ourselves
that we generally keep fairly hidden but
which in the Internet world, is revealed.
These personality traits exist in the cyber
world. This study calls it E-personality.
E-personality may be consistent, incon-
sistent or different extend.
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Real-life
personality — %

Super-ego

<— E-personality

Figure 1: E-personality, Adjusfed from Dewey (2007)

Regarding the relevant study subjects
of IS, which are personality related, in ear-
ly phases scholars utilized the impact of
personality trait on successful utilizations
of information systems. Now it has devel-
oped into the impact of personality traits on
utilizations of the Internet (McElroy et al.,
2007; Devaraj et al., 2008) and the person-
ality traits of utilization with the encour-
agement of social networks (Seidman,
2013). Past studies have mainly focused on
the relationships between real-life person-
ality traits and Internet or IT usage. They
take the Internet as "a tool". However, for
this study, we regard the Internet world as
"a society". This study argues that
E-personality does exist and it affects In-
ternet users’ behavior. Additionally, an in-
dividual’s behavior in the cyber world
shows different kinds of pattern from those
in the real world and sometimes an indi-
vidual has network behavior, which differs
from our behavior in real world. The fun-
damental way to start to look at
E-personality is to understand Internet us-
ers’ behavior.

3. Research Method

Since neuroticism is a fundamental
personality trait and has been suggested as
a reliable trait by different nation samples,
this study selected neuroticism to test the
E-personality facet. Thus, our study has
focused on designing a neuroticism per-
sonality inventory for online users, calling
it the “Online Neurotic Personality Inven-
tory” (ONPI). This study will testify the
reliability and validity of the ONPI in an
attempt to provide a tool to faithfully re-

flect neurotic behavior on the Internet and
that can be applied to subjects for future
research. The development of this study
scale contained seven steps: (1) specify
domain neuroticism of the E-personality, (2)
generate sample of items, (3) pilot test, (4)
purify the measure, (5) data collection, (6)
further refine the measure and (7) access
reliability and validity.

3.1 Scale Development

This study will utilize the neuroticism
personality inventory of the NEO-PI-R S
Form developed by Costa & McCrae (1992)
to form a basis. The questions of this scale
will be answered by a 5 point Likert Scale.
This study will also refer to other relevant
personality scales and relevant literatures
on network behavior (Aboujaoude, 2012;
McCrae et al., 2005; McCrae et al., 1996).
It will then revise the contents of the scale
accordingly to meet the practical measure-
ment needs of the neuroticism trait of
E-personality. There are two basic preposi-
tions of this study: (1) as individuals stay in
the network environment, the personality
traits that an individual shows may differ
from the one in real life. (2) The behavior
patterns of the Internet and real life are
different, thus they reflect different person-
ality traits.

3.2 Operational Definition of
E-personality

The first thing required for the devel-
opment of a measuring tool for
E-personality will be conceptualization of
E-personality. The discussion of this study

has emphasized the personality traits ex-
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hibited by individuals in the network envi-
ronment. Consequently, the methodology
of measurement should be different. No
matters how researchers call it: online per-
sona, digital personality, online personali-
ty...etc., they all mean the same thing. This
study has called it “E-personality” and de-
fines it as: “In the Internet environment,

individuals exhibit consistent, continual
and different behavior and reactions than
other individuals”. This study aims to
measure E-personality and begins with
neuroticism. It then defines neuroticism
personality traits and detailed facets so as
to ascertain an operational definition, as in
Table 1.

Tablel: The Operational Definition of the Six Facets of Neuroticism Domain in E-personality

g(::taln Operational Definition Adjective Checklist Items
Neuroticism Identifies individuals who are prone to
psychological distress on the Internet.

Anxiety Internet users are apprehensive, fearful, Anxious, fearful, worried,
prone to worry, nervous, tense, and jit- tense, nervous, not confident,
tery. unoptimistic

Angry Hostility ~ The tendency to experience anger and Irritable, impatient, excitable,
related states, such as frustration and excitable, moody, hard, tense
bitterness.

Depression The tendency to experience depressive Worrying, unhappy, not confi-
effects on the Internet dent, lack of self-confidence,

pessimistic, moody, anxious

Self- Internet users are uncomfortable around  Shy, lack of

Consciousness others, sensitive to ridicule, and prone to  self-confidence ,timid, defen-
feelings of inferiority. sive, inhibited anxiousness

Impulsiveness The inability to control cravings and Moody, irritable, sarcastic,
urges on the Internet. self-entered, loud, hasty, excit-

able

Vulnerability Internet users feel unable to cope with Lack of clear-thinking, lack of

stress, becoming dependent, hopeless, or
panicked when facing emergency situa-

self-confidence, anxious, inef-
ficient, not alert, careless

tions.

Adjusted form Costa & McCrae (1992)

3.3 Generate Sample of Items

The initial items of the scale were
discussed by a professor, three PhD stu-
dents, three professionals from the industry
community, and three graduate students
during weekly meetings. In order to main-
tain the integrity of the entire scale, we
intended to neither change the number of
items from the neuroticism of NPO-PI-R
nor the implication of the original items.
Instead, we focused on changing the
items that originally referred to behavior in
real-world social environments to behavior
in cyberspace environments. After finishing
the development of the initial scale, we
asked English professionals to perform
translation and then we back-translated the

items. After bidirectional translation, we
invited five professionals with practical
experience, and scholars to join the item
development, interviewing them to assure
their professional credentials. After the
interviews, we adjusted the content of the
initial items with reference to the opinion
of the interviewees, after which we per-
formed the pilot test with the adjusted ver-
sion and further adjusted the scale. Finally,
we invited two professors and three experts
to review the scale items to ensure the con-
tent validity, nomological validity and ex-
pert validity that followed the study of
Churchill (1979).
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3.4 Pilot Test and Purifying the Measure

We first performed a pilot test before
formally distributing the questionnaire in
order to discover if there were questions
that might be misunderstood due to am-
biguous wording and to avoid interference
with the scale validity. We gave out 92
questionnaires during the pilot test to stu-
dents of the employer of the current study’s
first author. 76 valid questionnaires were
returned. During the pilot test, if subjects
had any concerns or problems when an-
swering, they could either mention them
through a comment section at the end of
the questionnaire or communicate with the
researchers administering the questionnaire
on the spot. Following the suggestions and
feedback from the respondents of the pilot
test, we performed final adjustments on the
scale during a weekly meeting of the study
authors before building the final version of
the ONPIL. (Appendix 1)

4. Data Analysis Results
This study used SPSS to perform sta-
tistical analysis and used LISREL to per-
form confirmatory factor analysis in order
to test the construct validity of the scale.

4.1 Participants

Our study took undergraduate students
from 13 colleges in Taiwan as the research
subjects. In order to cover different types of
student and establish a representative norm,
the 13 colleges selected in our study in-
cluded six national universities and seven
private universities; divided by type, we
included six comprehensive universities,
four universities primarily for science and
technology studies, and three medical uni-
versities. For each university, we selected a
full-time teacher employed by the univer-
sity and invited the students within his or
her class to complete the ONPI for a 50
NTD gift card as a reward. A paper survey
was conducted in this study. In total, we
sent out 1,233 surveys and received 1,109
valid samples. The valid response ratio of
the samples was 89.9%. The total sample

includes 534 women (48.2%), 571 men
(51.4%) and 4 subjects (0.4%) whose sex is
unknown. The age range was 21 to 26.

4.2 Reliability and Validity

The 48 items of the Online Neurotic
Personality Inventory developed for our
study have fairly good overall internal con-
sistency (0=0.884). Table 2 shows the reli-
ability of each personality facet, also
showing satisfactory internal consistency
with a-values between 0.747 (Vulnerability)
and 0.677 (Impulsiveness). These results
fully indicate that the scale developed in
our study has sufficient reliability. Figure 2
shows that most standardized factor load-
ings of all items and their constructs are
more than the acceptable level (> 0.5). The
results of testing convergent validity re-
vealed sufficient validity.

4.3 Model Fit

Our study performed a model fit anal-
ysis using structural equation modeling
(SEM). In terms of the fit index for model
fit, our study referred to the opinions of
Bagozzi and Yi (1988), Joreskog and
Sérbom (1989), and Hair et al. (1998),
choosing the ratio of ¥2 and degrees of
freedom (y2/d.f.), with GFI, AGFI, NFI,
NNFI, CFI, and RMSEA as the seven in-
dexes for assessment. Specifically, ¥2/ d.f.
must not be larger than 5; GFI, NFI, NNFI,
and CFI should be larger than 0.9; AGFI
should be larger than 0.8; and RMSEA
should be lower than 0.08. Within the
first-order (Figure 2) for the ONPI in our
study, the standardized regression coeffi-
cients were all significant, implying that
the model of online neurotic personality
with six facets was quite stable. From Table
3, we can see that all the fit indexes of the
models of our study nearly reached their
standard ideal values, with only GFI
slightly lower than its ideal value, indicat-
ing that the model of our study had good
model fit.
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Table 2: Mean and Standard Deviation for Each Item and the Cronbach’s Alpha Values of Facets in the

Online Neuroticism Personality Inventory

Domain Cronbach’s a Cronbach’s Al- Compose
facets  \tem No. Mean  S.D. ey Delete pha Reliability
Neuroticism Cronbach’s Alpha=.884
N1 NI1-1 1 2.59 972 709 738 767
N1-2 31 2.57 913 706
N1-3 61 2.77 .873 .686
N1-4 91 2.69 .904 .699
N1-5 121 2.81 .868 .692
N1-6 151 3.57 .827 738
N1-7 181 2.95 770 724
N1-8 211 3.47 .884 731
N2 N2-1 6 2.60 .893 703 730 750
N2-2 36 2.46 .874 .687
N2-3 66 2.79 956 .686
N2-4 96 2.67 .843 .697
N2-5 126 3.10 .877 127
N2-6 156 2.82 .859 .694
N2-7 186 3.18 .889 703
N2-8 216 3.24 .876 719
N3 N3-1 11 2.84 .904 736 742 764
N3-2 41 2.81 1.047 .690
N3-3 71 2.80 .886 17
N3-4 101 2.87 .986 714
N3-5 131 3.67 730 751
N3-6 161 2.72 .909 705
N3-7 191 291 901 .694
N3-8 221 3.30 .869 705
N4 N4-1 16 3.43 950 .628 ..658 .678
N4-2 46 3.01 .889 .636
N4-3 76 3.07 991 .595
N4-4 106 3.11 .878 .625
N4-5 136 3.21 943 .607
N4-6 166 3.14 786 .642
N4-7 196 297 912 .613
N4-8 226 3.53 .808 .662
N5 N35-1 21 2.99 912 .641 677 722
N5-2 51 3.36 975 .630
N35-3 81 2.99 .898 .629
N5-4 111 3.84 77 .687
Ns-5 141 2.79 .846 .636
N5-6 171 3.61 923 .638
N5-7 201 3.39 .881 .641
N5-8 231 2.61 799 .664
N6 N6-1 26 3.12 .949 .694 147 783
N6-2 56 2.58 .807 .656
N6-3 86 3.23 1.001 700
N6-4 116 2.75 795 .662
N6-5 146 3.41 .902 .689
N6-6 176 2.64 187 .655
N6-7 206 2.90 734 671
N6-8 236 3.12 .949 .694

N1=Anxiety, N2= Angry Hostility, N3 = Depression, N4 = Self-consciousness, N5 =Impulsiveness, N6
= Vulnerability
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Figure 2: ONPI Measurement Model
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Table 3: CFA Fit Indices for ONPI

Fit Indices = Recommended Value Scholars ONPI value
GFI >=0.9 Joreskog and Sorbom (1989) 71

NFI >=0.9 Bentler and Bonett (1980) 91

NNFI >=0.9 Bentler and Bonett (1980) 91

CFI >=0.9 Bagozzi and Yi (1988) 92

RMSEA <=0.08 Hu & Bentler (1999) .094

5 Conclusions and Suggestions

This study developed the ONPI, at-
tempting to properly assess the personality
of Internet users and understand Internet
behavior. The results showed the ONPI to
possess enough reliability and validity to
be useful for measuring neuroticism in an
online setting.

5.1 Findings

The ONPI developed in our study is
based on the neuroticism inventory of
NEO-PI-R. It possesses good reliability
and validity, not only implying that the
ONPI is a valid tool for assessing Internet
neurotic personality, but also that the neu-
rotic behavior of college students as mani-
fested online may not be so different from
real life. Although some articles have em-
phasized that individuals may exhibit dif-
ferent behavior on the Internet versus in the
real world (Aboujaoude, 2012; Suler, 2004),
the lives of college students are perhaps
simpler than those of the general popula-
tion. Therefore, any differences present
between the two environments may not be
distinguishable because of the limited sub-
ject variation present.

Nowadays, individuals come into
contact with and use the Internet and smart
phones from childhood. Interaction with
these information technologies are inher-
ently self-oriented, making it is easy for an
individual to  become  excessively
self-centered and to develop excessive and
unhealthy personality traits during matura-
tion. These can further worsen into trends
of exaggeration, complacency, conceit, ego,
and selfishness, effects that may even ex-
pand into real-world settings. For parents
and educational professionals, it is very

important to understand the online behavior
of the next generation and prevent them
from developing abnormal neuroticism.
Specific approaches can include supporting
a teenager’s self-image, clarifying differ-
ences between the Internet world and the
real world, further regulation of the use of
social networks, proper supervision of the
online behavior of teenagers, and building
healthy social connections and routines
throughout childhood, all efforts that would
be of great help for the development of
healthy personalities of coming generations.
Our study is a beginning and can play a
role in measuring the E-personalities of
teenagers and young adults.

5.2 Implications

In terms of clinical practice and aca-
demic research, the ONPI developed in our
study can help as a useful tool by promot-
ing accurate diagnostic standards for de-
fining abnormal personality. In addition,
appeals to neuroticism have become an
important business development: sales ap-
proaches that take advantage of online
neurotic behavior are just beginning to un-
fold, and efforts to end irrational consump-
tion behavior, such as impulse buying be-
havior on the Internet, can start from as-
sessing the neurotic personality traits of
individuals. On the other side, it can be
used to predict individuals with unstable
neuroticism and can prevent cybercrime.
The ONPI developed in our study has good
properties, and can be used as an instru-
ment to screen for online neurotic person-
alities in the population.

5.3 Suggestions and Limitations
This study revealed that the neuroti-
cism inventory is a well-designed personal-
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ity inventory and can be revised to testify
in the cyber world. However, there is still
plenty of space for improvement. Review-
ing the factor loadings of the measurement
models, eleven of the items in the scale
were less than 0.45 (Figure 2); standardized
loading estimates should be 0.45 or higher,
and ideally, 0.70 or higher, indicating that
each item was explained more by its hy-
pothesized reflective construct than by er-
ror. Therefore, there is room for improve-
ment.

There are several limitations of our
study. First, the ONPI was designed and
based on the neuroticism personality in-
ventory of NEO PI-R, and as such, it may
not be able to fully reflect all the unique
features of online neuroticism personality.
Second, due to the limitations of cost and
manpower, our study chose college stu-
dents as the research subjects. Although it
is now very common for college students to
use the Internet, we still need to consider
that our results may not be generalizable to
the general population.
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Appendix 1. Online Narcissism Personality Scale

Narcissism Item No Measure
Facets ° In the internet world,
N1 NI-1 1 I am not a worrier.
N1-2 31 I am easily frightened.
N1-3 61 I rarely feel fearful or anxious.
N1-4 91 I often feel tense and jittery.
N1-5 121 Iseldom feel nervous.
N1-6 151 I often worry about things that might go wrong.
N1-7 181 TIhave fewer fears than most people.
NI1-8 211 Frightening thoughts sometimes come into my head.
N2 N2-1 6 1 often get angry at the way people treat me.
N2-2 36 I’m an even-tempered person.
N2-3 66 I am known as hot-blooded and quick-tempered.
N2-4 96 I am not considered a touchy or temperamental person.
N2-5 126 I often get disgusted with people I have to deal with.
N2-6 156 It takes a lot to get me mad.
N2-7 186 At times I have felt bitter and resentful.
N2-8 216 Even minor annoyances can be frustrating to me.
N3 N3-1 11 I rarely feel lonely or blue.
N3-2 41 Sometimes I feel completely worthless.
N3-3 71 I am seldom sad or depressed.
N3-4 101 TIhave sometimes experienced a deep sense of guilt or sinfulness.
N3-5 131 Itend to blame myself when anything goes wrong.
N3-6 161 Ihave alow opinion of myself.
N3-7 191 Sometimes things look pretty bleak and hopeless to me.
N38 221 qu often, when things go wrong, I get discouraged and feel like
giving up.
N4 N4-1 16 In dealing with other people, I always dread making a social blunder.
N4-2 46 I seldom feel self-conscious when I’m around people.
N4-3 76 At times | have been so ashamed I just wanted to hide.
N4-4 106 It doesn’t embarrass me too much if people ridicule and tease me.
N4-5 136 I often feel that I am not as good as others.
N4-6 166 I feel comfortable in the presence of my bosses or other authorities.
If I have said or done the wrong thing to someone, I can hardly bear
N4-7 196
to face them.
N4-8 226 When people I know do foolish things, I get embarrassed for them.
NS5 N5-1 21 I rarely overindulge in anything.
N5-2 51 I have trouble resisting my cravings.
N5-3 81 I have little difficulty resisting temptation.
N5-4 111  When I am having my favorite foods, I tend to eat too much.
N5-5 141 Iseldom give in to my impulses.
N5-6 171 I sometimes eat myself sick.
N5-7 201 Sometimes I do things on impulse that I later regret.
N5-8 231 Iam always able to keep my feelings under control.
N6 N6-1 26 I often feel helpless and want someone else to solve my problems.
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Five Factor Model
Narcissism Item No Measure
Facets ° In the internet world,
N6-2 56  1feel I am capable of coping with most of my problems.
N6-3 86 When I"m under a great deal of stress, sometimes I feel like I’'m go-
1ng to pieces.
N6-4 116 Ikeep a cool head in emergencies.
N6-5 146 It’s often hard for me to make up my mind.
N6-6 176 I can handle myself pretty well in a crisis.
There are so many little jobs that need to be done that I sometimes
Ne6-7 206 . .
just ignore them all.
N6-8 236 I'm pretty stable emotionally.

N1=Anxiety, N2= Angry Hostility, N3 =Depression, N4 = Self-consciousness, N5=
Impulsiveness, N6 = Vulnerability
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Abstract

This study primarily investigates the actual promotion conditions of the Taiwan Personal Infor-
mation Protection & Administration System (TPIPAS) and discrepancies with international per-
sonal data protection norms. This study uses expert interviews to gather the goals and exam-
ines current problems when introducing Taiwanese enterprises to TPIPAS and third-party pay-
ment personal data protection. Subsequent to a comparative analysis of the expert interview
results and international practices, this study recommends that the Government should take the
following steps: 1) provide subsidy measures for the relevant system and strengthen advocacy;
2) form independent agencies with specific responsibilities; 3) draw up clear checklist items; and
4) implement provisions to support third-party payment and formulate an inspection system that
builds public trust in the role of an equitable third party in coordination with the Personal Data
Protection Act. It is hoped that the results of this study may provide the Government with a
reference to continue to improve and promote TPIPAS and third-party payment standards.

Keywords: Personal data protection act, personal information administration system, privacy
protection mark, third-party payment

and the punishment for criminal responsi-
bility is severe, with a maximum of five
years imprisonment. Therefore, methods of
protecting personal data to avoid inestima-
ble business losses due to the leakage of

1. Introduction
In recent years, the subject of privacy
rights has gained increasing attention and
prominence. Important international or-

ganizations and nations have one by one
drawn up laws and standards to protect the
collection, handling, use, and transmission
security of the public’s personal data. In
response to this trend in social develop-
ment, Taiwan officially implemented the
Personal Data Protection Act (also referred
to as the “New Personal Data Act”) on Oc-
tober 1, 2012. Under the New Personal
Data Act, the maximum total amount of
compensation in civil damages is limited to
200 million New Taiwan dollars (NT$),

personal data has become the most im-
portant issue confronting enterprises.

To assist enterprises in improving
their personal data protection and admin-
istration capabilities, the Ministry of Eco-
nomic Affairs of the Republic of China
commissioned the Science & Technology
Law Institute of the Institute for Infor-
mation Industry to promote the “Taiwan
Personal Information Protection & Admin-
istration System” (abbreviated as TPIPAS),
announcing its implementation on Sep-
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tember 4, 2012. All social circles have

maintained a wait and see attitude, antici-

pating that the Government could provide
an ideal personal data protection and ad-
ministration ~ system  for  enterprises.

TPIPAS is originally established for Tai-

wan’s E-commerce industries based on the

resolutions of the 2009 SRB (Strategy Re-
view Board) of The Executive Yuan, ROC.

Consequently, this study uses TPIPAS as

the research target for Taiwan’s

E-Commerce personal information protec-

tion administration system.

Furthermore, worldwide, the
E-commerce industry has grown rapidly
over the last 10 years. China’s
E-commerce transaction amount reached
renminbi (RMB) 4,350 billion in the first
half of 2013, a growth of 24.3% in com-
parison with the same period in 2012
(China EC Research Center, 2013). Be-
cause an important cash flow payment
mechanism (the “Alipay platform™) has
filled an absolutely vital role in supporting
active E-commerce, on January 16, 2015,
Taiwan passed a special law on third-party
payment (the Electronic Payment Mecha-
nism Management Act) with the principle
objective of balancing E-commerce indus-
try development with the protection of
consumer rights and interests. The
third-party payment industry has been de-
veloping for many years in the United
States, the European Union, Japan, and
China.

To summarize the above, the goals of
this study are as follows:

1. Collect and compare the relevant laws
and regulations, standards, and systems
on personal data protection and privacy
protection marks of Taiwan and Japan.

2. Investigate experts’ opinions and refer
to international practices to suggest
better ways for the Government to im-
plement TPIPAS, DP Mark, and
third-party payment’s personal data
protection.

2. Literature Review

2.1 Personal Data Protection Guidelines
for International Organizations

The earliest monograph in the realm
of privacy rights was published by Warren
and Brandeis (1890) in Issue 4 of the Har-
vard Law Review, leading many interna-
tionally renowned personal data protection
standards or guidelines to begin from a
privacy perspective. In the international
sphere, privacy protection under the Or-
ganization for Economic Cooperation and
Development (OECD) developed relatively
early and is well-known. The European
Union (EU) and Asia-Pacific Economic
Cooperation (APEC) followed the relevant
privacy protection policies formulated by
OECD. To attain the standards of interna-
tional norms, each major nation has, in turn,
formulated protection policies based on the
principles of the EU and APEC protection
directives and frameworks. The relation-
ship between major nations and interna-
tional organizations that promote personal
data protection are shown in Figure 1.

Taiwan

United Kingdom
EU —
OECD USA

Figure 1: Relationship between International
Organizations and Major Nations Promoting
Personal Data Protection

2.2 Summary of the Status of the
Third-party Payment System and an
Overview of Personal Data Protection
The primary issues a user cares about
in regard to E-commerce are confidentiality
and non-repudiation (Turban et al., 2011).
The third-party payment service has been
developed in response to the demand for
“trust” in E-commerce. “Third party”
refers to participation in the E-commerce
buying and selling transaction process as
an intermediary that vouches for both the
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buyer and the seller while at the same time
guaranteeing transaction security to both
parties, thereby having a neutral third-party
role without association to either the buyer
or seller. Consequently, this third party
must possess personal data information
from both the seller and the buyer and re-
sponsibly fulfill the duties of authentication
and data security protection without leaks.
Thus, the phrase “third-party payment ser-
vice” does not actually appear in the laws
and regulations of any nation. The EU
uses the term Payment Services (European
Communities EC, 2007). The United
States uses the term Money Services
(NCCUSL, 2000). The People’s Republic
of China describes the role as a
non-financial institution payment service
(People’s Bank of China Directive, 2010).
Japan’s Act on Financial Settlement refers
to separate ‘“Prepaid Tickets” (Act on Fi-
nancial Settlement, 2009).

2.3 Comparison of the Personal Data
Protection Administration and Privacy
Protection Mark Systems between Tai-
wan and Japan

Taiwan and Japan are geographically
close and have both formulated protection
policies based on the principles of the
APEC protection directive and framework
(see Figure 1). In addition, they have
maintained long-term close economic ex-
change and are both APEC member nations
(Fan Chiang, 2011). Therefore, the rele-
vant Japanese systems are used as refer-
ence targets in a list for comparison, as
shown in Table 1. From Table 1, the
comparative differences between Taiwan’s
and Japan’s practices will be designed as
the experts’ interview questions, e.g., do
you think the practice should be established
with reference to Japan in accordance with
the relevant organizations for different
functions? Should reference be made to the
international practices to establish inde-
pendent related organizations?

Table 1: Comparison of Personal Data Protection Administration and Privacy Protection Mark Systems
between Taiwan and Japan

Item Taiwan Japan Discrepancy Expla-
(TPIPAS) (JIS Q 15001:2006) nation
Public An- September 2012 April 1998 Implementation dates
nouncement and differ by 14 years
Implementation
Related Organiza- None Privacy Mark System Com-  Taiwan has not formed
tions mittee, review organizations  any related committees

and review committees, In-
spector Qualification Assess-
ment Committee, Consumer
Complaint Window, and Dis-
pute Review Board

Related Agencies 1. Counseling agency (10) 1.

2. Verification agency (0, 2.
currently held by the 3.
Center for Science and
Technology Law)

3. Charter agency (De-
partment of Commerce
in the Ministry of Eco-
nomic Affairs)

Verification Pro-  Divided into two stages;

cess book review first, then
actual review (verification
period indefinite depending
on the industry size)

Training institution (4)
Investigation agency (18) agencies are equivalent
Charter agency (Japan
Institute for Promotion of agencies; they are desig-
Digital Economy and

Community (JIPDEC))

Japan’s investigation
to Taiwan’s verification

nated by the three stand-
ard classes “organization

member”, “industry cat-
egory”, and “area”

Same as Taiwan None
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Item Taiwan Japan Discrepancy Expla-
(TPIPAS) (JIS Q 15001:2006) nation
Time Limit Effective period of two Same as Taiwan None
years with a one-time ex-
tension application (2
years)
Industries In- The initial stage targeted ~ No set limit Although TPIPAS has
volved only E-commerce, retailers been opened up to all
without shop fronts, gen- industries, the pertinent
eral merchandise retailers, cost subsidy targets are
or wholesalers, but TPIPAS limited to those who
is now open to all indus- transact with consumers
tries through websites and
who have registered with
the authorities at the
Ministry of Economic
Affairs within the terri-
tory of the Republic of
China
Number of Enter- 13 13,343 Fewer than Japan by
prises that Have 13,330
Already Obtained
a Privacy Mark
International Co- None 1. Jointly promoted the Taiwan does not yet have

operation

“Mutual Recognition
Plan” with U.S.
BBBOnline in 2001 (co-
operation was terminated
in June 2008)

Reached agreement on
“Information and Com-
munication Association”
with the Republic of Ko-
rea in September 2002 for
the simultaneous release
of the “Mark of Mutual
Recognition” in addition
to the “Privacy Mark” and

“Electronic Privacy Mark”

issued by each side
Cooperated with Dalian,
China, in June 2008 to at-
tain “PIPA-P-Mark Mutu-
al Recognition.”

a case of international
cooperation

3. Study Method and Design

3.1 Study Method

This study investigated the experts
who have experience of the implementation
of TPIPAS, DP Mark, and the third-party
payment service in order to suggest better
methods for the Government. In addition,
this study, incidentally, investigated the

views of different enterprises on the
third-party payment system and on person-
al data privacy protection. Therefore, the
research processes of this study started
with a literature review in which foreign
and domestic documents pertinent to the
study were collected, including documents
related to the process of amending personal
data protection laws and those documents
used by all major nations to promote per-
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sonal data protection administration sys-
tems, privacy protection marks, and
third-party payment privacy protection.
After analyzing the divergent subjects
across the entire set of documents, inter-
view questions and outlines were designed
(e.g., if Government enables enterprises to
enjoy lower premium discounts, will those
enterprises apply for a privacy mark?), and
expert interviews were conducted with
selected interviewees.

This study seeks to gain an insight in-
to the problems encountered by experts
with actual counseling experience of enter-
prises brought into TPIPAS and that ap-
plied for a DP Mark and third-party pay-

ment service personal data protection. By
studying an amalgam of related discussion
topics in international practices, it is antic-
ipated that the relevant system can be per-
fected.

3.2 Study Targets

This study selected four interviewees
from units registered as TPIPAS counseling
agencies and enterprises that had already
obtained a DP Mark. The experts who
were interviewed were qualified as TPIPAS
personal data internal evaluators or verifi-
ers. The backgrounds of the invited ex-
perts are shown in Table 2.

Table 2: Background Information on Expert Interviewees Invited to Take Part in This Study

Expert
Code Service Unit Job Title Relevant License or Qualification Seniority
Name
Expert 1 Business Management Assistant CISA, CISM, CGEIT, CRISC, TPIPAS 18
Consulting Firm Manager Administrator and Internal Evaluator
Expert 2 Accounting Firm Assistant  BS10012, 1SO20000, 1SO22301, TPIPAS 6
Manager Administrator and Internal Evaluator
Expert 3 Computer Parts Man- Manager CISA, 1SO20000, 1SO27001, ITIL Foun- 8
ufacturing Company dation, CIW Security Analysis, MCSE and
TPIPAS Administrator and Internal Evalu-
ator
Expert 4 Digital Technology =~ Manager TPIPAS Administrator and Internal Evalu- 5
Development Com- ator

pany

4. Analysis and Discussion of Study
Results

This study first collected information
on the formulation and promotion of per-
sonal data protection laws, systems, and
privacy marks used by international organ-
izations and major nations. The study
then used Japan as a comparison target as it
has over ten years of experience in pro-
moting relevant protection systems. In-
terview topics were designed based on dif-
ferences at the system level, execution lev-
el, and legal system level, which enhanced
the interview and collection of suggestions

by various nations on third-party payment
personal data protection, a topic which is
currently attracting widespread attention.

4.1 Expert Interview Process and Analy-
sis of Results

Following 90 minutes for each expert
interview, this study collected and com-
pared the views and perspectives of the
experts on TPIPAS implementation to date.
The results are summarized in Table 3.

In addition, the experts’ views focused
on the importance and impact of third-party
payment personal data protection are sum-
marized as Table 4.
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Table 3: Expert Interview Results and Key Summary Explanations

E};gf\: Topic Explanation
Points 1. Cost Subsidy If the Government can propose a corresponding subsidy program to
of Measures the industries it intends to bring into TPIPAS, it would provide an

Agree enormous incentive.

ment 2. Need to On advocacy, the interviewees believed that TPIPAS is not widely
Strengthen Ad- known and that the Government should forcefully and widely advo-
vocacy and Wid-  cate for TPIPAS. The Government should also raise the training
en Promotion participation quota so that willing enterprises can send staff to par-

ticipate in training and attain real benefits.

3. Need to Set Clear  Regarding the execution requirements for verification, TPIPAS only
Criteria for Es- outlines the standard without setting out the approach, which makes
sential Imple- it impossible for enterprises to grasp the scope of verification and
mentation Items leads to hesitance in DP Mark application.

4. Professionalism In terms of the professionalism of verification personnel, all agreed
of Verification that personnel with a legal background should not hold an inspection
Personnel role because they lack a business background and cannot conduct

inspections based on industry characteristics.

5. Need to Form It is only by forming independent dedicated agencies that a system
Independent can be truly established and the goal of personal data protection can
Dedicated Agen-  be achieved, especially when trying to gaining widespread trust in
cies the agencies’ public trust and professionalism.

6. International If TPIPAS can promote the “Mark of Mutual Recognition” through
Cooperation to international cooperation, it would provide a strong incentive for
Promote the industry. Real incentive can only be attained if serious considera-
“Mark of Mutual  tion is given to ensure that the nation sharing the mutual authentica-
Recognition” tion mark is one of interest to the industry.

Points 1. Formation of Two of the four interviewees believed that verification agencies must

of Verification be formed and that units to check standards should be separated from
Disa- Agencies verification units to avoid conflict of interest. ~ The other two inter-
gree- viewees thought the professionalism of the verification personnel
ment was important, not whether verification units were formed.

2. Need to Truly Some interviewees suggested that severe punishment must be im-
Execute Severe plemented to enthuse the public into attaching importance to the
Punishment to issue. However, most interviewees believed that even though severe
Protect the Inter-  punishment would draw widespread attention, there was no direct
ests of the People  relationship with joining TPIPAS.

3. Suggestions for Some interviewees suggested that an agency dedicated to setting
International relevant standards on international transmission should be formed.
Transmission However, most interviewees believed there was no need to form any
Practices agency. They thought actual demands could be better met by hav-

ing the Ministry of Justice present supporting practices and principles
and letting the authorities in charge set clear standards on security
areas according to individual industries.

4. Excessive Ad- Most people did not have misgivings about excessive intervention

ministrative In-
spection Inter-
vention

when necessary, or when there was apprehension about a violation of
law. The administrative bodies could send in personnel carrying
identification so as to conduct inspections. Interviewees only ex-
pressed concern about the level of professionalism of the inspection
personnel.
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Table 4. Summary Table Integrating Experts’ Views on Third-party Payment

Topic Explanation

1. Exclusive Foreign: Advanced foreign nations all placed great importance on the progress of
Laws and E-commerce and had already formulated exclusive laws and regulations to
Regula- standardize third-party payment and privacy protection. The United States
tions is more unique as each state set its own laws, but the federal government

had drawn up the Money Services Act as a parent law for the states to fol-
low.

Taiwan: Taiwan lagged far behind, it promulgated on February 4, 2015.

2. Popular Foreign: There is a great deal of civilian demand for E-commerce across all nations.
Promotion In many countries, civilians took the lead on implementation but were hin-

dered by legal issues, which then drove the government to push for the for-
mulation of special laws.

Taiwan: Although there was strong domestic demand for E-commerce, it was hindered
by national political factors and various cognitive viewpoints in official dis-
cussions.  These issues made it impossible in prior years for civilians to ef-
fectively urge the Government to promote special laws, creating a backlog.

3. Authori- Foreign: In most foreign nations, the government unit overseeing financial supervision

ties isin charge. As third-party payment involves important aspects, such as
electronic transaction security, financial systems, and personal data protec-
tion, the “public trust” and “regulatory mechanisms” must be authoritative
and equitable.
Taiwan: Same mode as foreign nations. The Financial Supervisory Commission
must be trusted as an equitable authority.

4. Personal Foreign: All nations have set dedicated E-signature laws and regulations for protection
Data Pro- at a system level. Moreover, some nations have also promoted protection
tection mechanisms such as electronic recognition to strengthen personal data pro-

tection.
Taiwan: Already implemented Personal Data Protection Act, though no E-signature
law has yet been established.

effective measurement mechanism and
formation of related organizations.

In the analysis of the 14 topics based
on the expert interviews, the relatively

non-controversial topics were corporate
policy, the number of career train-
ing-qualified professionals, integration of
verification and insurance systems, diffi-

Therefore, only a summary of the authors’
consensus explaining the main suggestions
by the experts, and a further comparative
analysis of differences with current interna-

culties in the execution of PDCA
(Plan-Do-Check-Act), establishment of an

tional practices are shown in Table 5.

Table 5: Expert Opinions and Comparative Analysis with International Practices

Issue Collected Expert Opinions Comparative Analysis with International Practices

Cost Subsidy If the Government needs Cost Subsidy

Measures to propose related subsidy  Although there is no relevant international document
bills to encourage busi- on cost subsidy measures by various governments to
nesses to be brought into encourage companies to be brought into a personal data
TPIPAS, it can also in- protection administration system, Taiwan’s TPIPAS is
crease the level of public  only a year old and needs strong government support
trust in TPIPAS. and promotion. Therefore, the proposal of related

subsidy bills would be a positive encouragement to

attract companies to join TPIPAS.

Strengthening and Widening Advocacy

In the initial stage of system implementation, Japan had

hundreds of applicants. Through continuous training,

the numbers have expanded to approximately 2,000 per

Strengthening
Advocacy and
Widening
Promotion

At present, TPIPAS is not
widely known.  Higher
quotas should be released
for personnel training in
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Issue

Collected Expert Opinions

Comparative Analysis with International Practices

Safeguarding
Public Inter-
ests by Im-
plementing
Penalties

Clarity in
Setting Stand-
ards for Key
Implementa-
tion Items

Formation of
Verification
Agencies and
Professional-
ism

Suggestions
for Interna-
tional Trans-
mission Prac-
tices

particular, so that willing
industries can send staff
to participate in training
and attain real benefits.

Most of the experts who
were interviewed believed
that severe punishments
were not linked to joining
TPIPAS, and that a sys-
tem of severe punish-
ments would cause great
concern. The law
should clearly state the
regulations for all circles
to follow.

In terms of implementa-
tion clarity, the inter-
viewees unanimously
believed that outlining the
standards for implemen-
tation items without es-
tablishing an approach
made it impossible for
businesses to grasp the
scope of verification and
led to hesitance in privacy
mark application.

Two of the four respond-
ents interviewed believed
that verification agencies
should be formed to avoid
conflict of interest. In
terms of the professional-
ism of the verification
personnel, all thought that
the agencies should con-
sist of professionals who
understood industry
characteristics.

Because each industry has
a different format, the
same standard cannot be
applied to all. Actual
demands could be better
met if the Ministry of
Justice presented sup-
porting practices and

year. To date, 13,343 companies have joined (Minis-
try of Economic Affairs of ROC, 2015). Therefore, in
terms of expanding promotion and training, as long as
the public has a certain level of trust in the privacy
mark, they will take the initiative and demand to be
brought into the relevant system.

Implementing Penalties

The Google Street View car in Germany collected per-
sonal data and was fined by the German Government,
reflecting the fact that the Federal Data Protection Act
penalties were too light. Europe is also discussing the
possibility that future common data protection regula-
tions will impose a fine of up to 2% of the company’s
annual revenue (iThome, 2013).

It was observed that, currently, there are few domestic
or foreign judicial examples of the aftermath of person-
al data leaks. However, if a maximum fine is applied in
the future, it will cause great concern in all circles.
Setting Standards for Key Implementation Items
The Japan Users Association of Information Systems
(JUAS), Japan’s verification agency, can convene the
entire body of verification personnel to hold discus-
sions on verification work so as to produce a consistent
view on verification standards (JUAS, 2014).

Taiwan currently has only one verification agency, held
by the Center for Science and Technology Law.
Moreover, there are only a few verification personnel.
In this situation, it is even easier to reach consensus.
Therefore, Taiwan should imitate Japan’s approach and
convene a monthly meeting to establish clear verifica-
tion standards for verification personnel to implement
and follow.

Formation of Verification Agencies

Japan’s investigation agencies are equivalent to Tai-
wan’s verification agencies; they are designated by the
three standard classes of “organization member,” “in-
dustry category,” and “area” (JIPDEC,
http://www.jipdec.or.jp/).

It was observed that Japan had attained a certain level
of maturity in the formation of verification agencies
and professionalism in verification personnel. The
formation of verification agencies in Taiwan is inevita-
ble. The quality of verification could be increased
through competition and cooperation between two or
more verification agencies. These agencies should
consist of personnel with various professional back-
grounds so as to achieve professional audit quality.
International Transmission

United Kingdom:

By referencing related regulations in the EU Directive,
the UK Data Protection Act of 1998 established rele-
vant restrictions on the international transmission of
personal data by data administrators, which shows that
the United Kingdom was already offering a certain
level of guarantee on internationally transmitted per-
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Issue Collected Expert Opinions Comparative Analysis with International Practices

principles, and the au- sonal data.
thorities in charge then set  Taiwan may refer to relevant practices by first having
clear standards for secu- the Ministry of Justice present supporting practices and
rity areas according to the  principles, then turning to the authorities in charge to
industry category so that establish security standards according to the require-
each business can follow  ments of an individual industry.
the standards.

Excessive Most interviewees did not ~ Administrative Inspection Authority

Administra- have misgivings about Although no nation in the international arena has estab-

tive Inspection
Intervention

Formation of
Independent
Dedicated
Agencies

International
Cooperation
to Promote the
Mark of Mu-
tual Recogni-
tion

Third-party
Payment Sta-
tus and Per-
sonal Data
Protection

excessive administrative
intervention when it was
necessary for authorities
to enter businesses to
conduct inspections;
However, they asked
whether the inspection
personnel would be pro-
fessionals with the rele-
vant industry background.
The interviewees unani-
mously believed that it is
only by forming inde-
pendent dedicated agen-
cies that a system can be
truly established to
achieve the goal of per-
sonal data protection,
especially in gaining
everyone’s trust in terms
of public trust and profes-
sionalism.

If international coopera-
tion can promote the
“Mark of Mutual Recog-
nition,” it would be a
strong incentive for in-
dustry, especially
E-commerce. However,
real incentive can only be
achieved if serious atten-
tion is given to ensuring
that any nation sharing
the Mark of Mutual
Recognition is of interest
to industry.

As this process has been
hindered by incomplete
laws and regulations and
government neglect of the
practical need for
third-party payment in

lished administrative inspection clauses in personal
data-related statutes, many major international nations
have established independent dedicated personal data
agencies and relevant inspection authorities.
Therefore, if Taiwan forms dedicated personal data
agencies, the relevant inspection personnel can no
longer concurrently work as the personnel of a central
authority. Experts in various fields would hold the
inspection personnel post, which would be more con-
vincing for public trust and professionalism.
Formation of Independent Dedicated Agencies

Japan: Established a minister in charge.
United States: Established privacy protection com-
missions.

United Kingdom: Established information technology
councils.

Germany: Established federal information protection
commissioners.

Almost all major nations have established dedicated
agencies for personal data protection, but this role is
currently considered as non-dedicated business in Tai-
wan. Therefore, relevant matters cannot be handled
immediately, which easily calls professionalism into
question. It is only by forming independent dedicated
agencies that a system can be truly established to
achieve the goal of personal data protection.
International Cooperation

Japan: Reached agreement on “Information and Com-
munication Association” with the Republic of Korea in
September 2002 for the simultaneous release of the
“Mark of Mutual Recognition” in addition to the “Pri-
vacy Mark” and “Electronic Privacy Mark” issued by
each side. Cooperated with Dalian, China, in June
2008 to attain “PIPA—P-Mark Mutual Recognition”
(Kuo, 2008).

It was observed that Taiwan has not yet signed any
mutual recognition mark with other nations. If this
step was one of the promotion goals, it would help
industry as well as Taiwan’s efforts to widen the pro-
motion of the privacy mark.

All nations passed special laws many years ago to reg-
ulate the third-party payment system and to protect
transaction security and personal data security. Howev-
er, China, for example, did not have clear specifications
on personal data protection.

Taiwan: Has not yet completed special laws to regu-
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Issue Collected Expert Opinions

Comparative Analysis with International Practices

E-commerce, the Gov-
ernment should accelerate
the legislative process of
third-party payment and
support the implementa-
tion of personal data pro-
tection.

late third-party payment but has already investigated
and deliberated on amending the law.
the amount of cash flow payments, Taiwan needs to

examine the actual requirements of enterprises to set
out sufficient payment amounts.
needs to coordinate better with the Personal Data Pro-
tection Act, support the implementation of legal claus-

In addition to

Moreover, Taiwan

es, and formulate an audit system to build the role of an
equitable third party that can be trusted by the public.

4.2 Discussion and Suggestions at the
System Level, Execution Level, and Le-
gal System Level

Through expert interviews, this study
has gained an insight into the implementa-
tion problems of the system in force. It now
proposes discussion topics and suggestions
taken from the expert opinions in Table 6 at
the system level, execution level, and legal

From Table 3 to Table 6, the interna-
tional practices have been summarized
from personal data protection laws, sys-
tems, privacy marks, and third-party pay-
ments by international organizations and
major nations. The descriptions of the
current situation in Taiwan and the relevant
recommendations are summarized from
experts’ opinions.

system level.

Table 6: Discussion Topics and Suggestions at the System Level, Execution Level, and Legal System

Level

Discussion Topic

Suggestions Raised by Experts

System Level

Formation of \erification
Agencies and Professionalism

Cost Subsidy Measures

International Cooperation to
Promote “Mark of Mutual
Recognition”

Formation of Independent
Agencies with Specific Re-
sponsibilities

Accelerate the Legislative
Process of Third-party Pay-
ment

The existence of two or more verification agencies can improve
verification quality through competition and cooperation. Verifica-
tion personnel should have varying professional backgrounds to
attain professional audit quality.

Taiwan’s TPIPAS is only a year old and needs strong government
support and promotion. Therefore, the proposal of related subsidy
bills would be a positive encouragement to attract industry to join
TPIPAS.

Although Taiwan has not yet signed any mutual recognition marks
with other nations, if this step can be one of the future promotion
goals, it would be a help both to industry and to Taiwan’s efforts to
widen the promotion of the privacy mark.

It was suggested that Taiwan should imitate other nations in the
world and form independent dedicated agencies to enable the estab-
lishment of a system to implement personal data protection.

It is only by accelerating the legislative process and establishing an
assurance mechanism with public trust that E-commerce and per-
sonal data security will be completely safeguarded.

Execution Level

Strengthening Advocacy and
Widening Promotion

Clarity in Setting Standards for
Key Implementation Items
Third-party Payment Refer-
ences from Other Nations and

Strengthen and widen the level of advocacy and increase training
quotas. Allow the public to have a certain level of trust in the pri-
vacy mark. To gain the trust of the public, business units would
naturally take the initiative and demand to be brought into the rele-
vant system.

Clarity in setting key implementation items can let verification per-
sonnel and industry comply with very important parts of TPIPAS.
Taiwan should refer to other nations on third-party payment laws
and regulations, integrate the experience of industry, and continually
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Discussion Topic

Suggestions Raised by Experts

Advocacy Strengthening

revise such laws and regulations.

Legal System Level

Safeguarding Public Interests
by Implementing Penalties

In the future, if the maximum fine is applied, it would definitely
attract a high degree of public attention.

The need to apply the

maximum fine must be prudently judged based on conditions, such
as clarity in setting policy and the degree of intentionality in leaking
personal data so as to avoid creating panic in industry.

Suggestions on International
Transmission Practices

It was suggested that the Ministry of Justice should first present
supporting practices and principles and then turn to authorities in

charge to set security standards according to the requirements of
individual industries.

Excessive Administrative In-
spection Intervention

If dedicated personal data agencies are formed, the inspection per-
sonnel can no longer concurrently work as the personnel of a central

authority. The inspection personnel position would revert to being
held by experts in various fields, which would be more convincing
for public trust and professionalism.

Draft Bill on the Administra-
tion of Electronic Payment
Agencies

Third-party payment agencies should be cautious when building a
personal data identification and recognition mechanism during
member registration, should strictly store personal data and transac-

tion records for at least five years, and control leak prevention.

5. Conclusions and Future Studies

5.1 Conclusion

This study collected the practices from
Japan and other international practices,
before creating the expert interview ques-
tions. These questions were designed to
gather experts’ opinions on better opera-
tions for Government so as to implement
TPIPAS, DP Mark, and third-party pay-
ment personal data protection.  Subse-
quent to a comparative analysis of the ex-
pert interview results and international
practices, this study recommends that the
Government should take the following
steps: 1) provide subsidy measures for the
relevant system and strengthen advocacy; 2)
form independent agencies with specific
responsibilities; 3) draw up clear checklist
items; and 4) implement provisions to
support third-party payments and formulate
an inspection system that builds public
trust in the role of an equitable third party
in coordination with the Personal Data
Protection Act. It was hoped that sugges-
tions could be raised from the expert opin-
ions and an amalgam of related topics on
international practices so that relevant sys-
tems could operate better. The conclu-

sions of suggestions for Government are
summarized below:
(1) Organization and professionals:

e The formation of verification agen-
cies is inevitable. The quality of ver-
ification could be increased through
competition and cooperation be-
tween two or more verification

agencies.

o Establish independent dedicated
agencies to implement personal data
protection.

e Imitate Japan’s practice of conven-
ing monthly meetings to set clear
verification standards for verification
personnel to execute and for busi-
nesses to follow.

(2) International cooperation:

e Cooperate with nations that fre-
quently work with E-commerce to
promote the “Mark of Mutual
Recognition” and to strengthen
trans-border privacy protection and
international cooperation.

(3) Promotion and Training:

e Taiwan’s TPIPAS is only a year old
and needs strong government sup-
port and promotion.

e The Government should strengthen
and widen the level of advocacy and
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increase training quotas to let the
relevant systems meld into the lives
of all citizens.

(4) Law and regulation adjustment:

e A decision on whether to adopt the
maximum fine mechanism for the
related penalty should be judged
prudently, with a clear focus on
whether the behavior was intention-
al.

e The Government should accelerate
the third-party legislative process as
soon as possible, properly support
personal data protection measures,
and circumspectly provide appropri-
ate privacy protection to the personal
data of consumers.

5.2 Study Limitations

(1) Limitations of the literature review: The
major nations discussed in this study
were primarily limited to representative
nations in each region (United King-
dom, Germany, United States, Japan,
and Taiwan). Given the scope of an
in-depth investigation into the imple-
mentation status of Taiwan’s related
system (TPIPAS), it was impossible to
list each nation that had already imple-
mented personal data protection.

(2) Limitations in the scope of the study:
The units invited to take part in the in-
terviews were TPIPAS counseling
agencies (10 at present) and businesses
that had obtained the privacy protection
mark (13 at present). Due to time re-
strictions, only four were in the pilot
stage, during which participating agen-
cies and businesses became interview
targets.

5.3 Future Studies

It is suggested that follow-up studies
make comparisons with other international
standards (for example, BS10012 and
1ISO27001) and find situations in which the
system was insufficient or lacking. This
would encourage even more practical cor-
porate experience for a rolling review of
TPIPAS so that it becomes a standard with
an international following.
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